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Remark

[New] Customized the payment logo

[New] Notify end customer for storing Card / Account information
[Enhanced] Adjusted the payment module for IPV6 condition

[Enhanced] On-hold transaction configuration has been implemented for
Credit Card, Direct Debit SEPA, Direct Debit SEPA with payment guarantee,
Invoice, Invoice with payment guarantee and PayPal

[Enhanced] Novalnet bank details will be displayed in invoice for on-hold
transactions in Invoice, Invoice with payment guarantee and Prepayment
[Enhanced] Novalnet Merchant Administration portal link has been updated
in shop admin

[Enhanced] Callback has been optimized as per the new testcase
[Enhanced] Implemented new encryption method for redirect payments
[Enhanced] Auto configuration call perform via cURL method

[Enhanced] Adjusted Credit Card CSS configuration

[Removed] Autofill and Payment refill for payment data

[Removed] Payment reference configuration for Invoice / Prepayment
[Removed] Dynamic subscription management

[Removed] Transaction reference in payments

11.2.2

21.11.2018

[Compatible] Compatibility has been checked up to PHP 7.2 version
[Enhanced] Guaranteed payment minimum amount reduced to 9.99 EUR
[Removed] BIC field removed in Direct Debit SEPA payment form

11.2.1

08.10.2018

[Enhanced] Guaranteed payment pending status has been implemented
[Enhanced] Callback has been optimized as per the new testcase

@ For previous version changelog, go to https://www.novalnet.de/modul/virtuemart-payment-module
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FREEWARE LICENSE AGREEMENT

Preamble:

The following agreement governs the rights and responsibilities between you (the "Partner") and the
Novalnet AG ("Novalnet") in relation to the cost-free software solutions Service and Support provided by
Novalnet, by connecting your e-commerce systems to the payment platform of Novalnet. Services, which
Novalnet provides under the contract between the parties to the service contract partners, are not
affected explicitly by this agreement. ssBy installing and using the software, you automatically confirm
that you have read this freeware license agreement and agree with it. If you do not agree to these
conditions, as a partner, please do not install and use the software.

License:

For the payment module provided by Novalnet for each individual version, Novalnet grants a limited,
non-exclusive, right of use for a service agreement concluded between the parties. The license
agreement authorizes you to install and use the software on one or more computers. The Partner
undertakes to use the Payment Modules and / or parts of the Modules exclusively for the use of the
services provided by Novalnet in accordance with the Agreement. The Partner is not entitled to technical
support of any kind whatsoever. In particular, Novalnet is not obliged to ensure the maintenance, repair
or revision of the Software.

Copyright:

All title, ownership rights and intellectual property rights to and from the Software, as well as all copies of
the software, and any related documentation, are the property of Novalnet (www.novalnet.de/). All

rights are reserved. Novalnet reserves legal measures in case of a breach of this Agreement.

Warranty and liability:

Novalnet shall only be liable to the extent that Novalnet, its legal representatives, employees and / or
vicarious agents are guilty of intentional or gross negligent conduct. The liability is however limited to the
foreseeable losses that are typical of the contract, of which Novalnet would have to be typically reckoned
with given the known circumstances at the time the contract was concluded.

The limitation of liability does not apply to the extent of breach of essential contractual obligations by
Novalnet, its vicarious agents, employees and / or legal representatives. Cardinal contractual obligations
refer to those obligations that one contracting party has to grant to the other contracting party in
accordance with the sense and purpose of the agreement or whose fulfilment is essential for the due and
proper implementation of the contract in the first place and the observance of which the other
contracting party can regularly rely upon. In this case, liability is however is limited to the damage that is
typically predictable at the time of conclusion of the contract. In a statutorily prescribed no-fault liability-
in particular any potential liability under the Product Liability Act or due to legal guarantee liability - shall
remain unaffected by the above limitations of liability. The same applies to the liability of Novalnet in the
case of negligent injury to life, body or health.
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Legal claims and severability clause:

The laws of the Federal Republic of Germany will be applicable. The place for court of law or going to court
will be Munich. Should any present or future provision of the Agreement, in whole or in part, become
invalid, for reasons other than the § § 305-310 of the Civil Code (BGB), the validity of the remaining
provisions of the agreement will not be affected. The parties shall replace the ineffective, invalid or
unenforceable provision by a valid one that will be void in its legal and economic substance, of the
ineffective or not feasible provision, and also in compliance with the overall purpose of the agreement.
The same applies, if after the conclusion of the agreement, there are gaps or loopholes found in the
agreement. The provision of § 139 BGB (severability) is totally excluded.
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1 MANAGING PLUGIN & CONTACT DETAILS

@ This document contains detailed information on setting up and using Novalnet as a payment
processor on your web shop.

@™ If you face any issue or problems on installing or testing our payment plugin please contact our
technical team.

@ If you have made any core changes in your shop system, our payment plugin may not function
properly.

@™ To accept and process payments on your web shop you need to have a merchant account with

Novalnet. Please contact our sales department.

@™ Please do not change or modify the payment plugin without having any experience or understanding.

1.1 Supported versions

"
I@
3.4.0-3.9.22 3.4.0-3.8.6 11.3.0

@™ |f your version is not listed here please contact our technical team.

1.2 Release category archive

}5{ Joomlal® | [released on] 06.10.2020

irtueMart | [Released on] 06.11.2020

N [Latest compatibility check on] 24.11.2020

1.3 Contact details

If you have any inquiries, please contact one of the following departments:

Technical support (for existing merchants / clients of Novalnet)
technic@novalnet.de
+49 89 9230683-19

Sales team (for new merchants / clients)
sales@novalnet.de
+49 89 9230683-20
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2 TECHNICAL SPECIFICATION
2.1 Supported payment methods

Novalnet supports the following payment schemes

2.1.1 Credit Cards

VISA

mastercard
Visa MasterCard
g s = Diners Club
» INTERNATIONAL
JcB Diners Club
= UATP
Dankort UATP

2.1.2 Online Bank Transfer

2

Sofort.

iDEAL Instant Bank Transfer
PostFinance’: - 4
Bancontact
PostFinance + Bancontact

2.1.3 Bank account related paymen

SEPA

Direct Debit SEPA Direct Debit SEPA with
payment guarantee
»
g e Barzahlen
Prepayment Cash Payment (Barzahlen)

2.1.4 Wallet system

PayPal

PayPal

NOVALNET AG
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maestro

Maestro

DISC@&VER

Discover
S
CartaSi

CartaSi

Eps (Electronic Payment-

Standard)

t options

B

Instalment by
Direct Debit SEPA

1 e
S

Cash on pickup
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AMERICAN V
EXPRESS

AMEX V Pay
UnionPay
fREx
UnionPay Carte Bleue
giro Przelewy.
giropay Przelewy24
Invoice Invoice with Instalment by
payment guarantee Invoice
D
M f
MULTIBANCO
Direct Carrier Billing Multibanco
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3 INSTALLATION OF THE PLUGIN

3.1 Installation procedures

To install the Novalnet payment plugin, kindly go to Extensions & Manage - Install.

Extensions ~ Help ~ VirtueMart ~

[Manage | _nstan |

Update
Modules Manage
Plugins Discover
Templates Database
Language(s) Warnings
! Install Languages
Update Sites

Figure 1
Now, click upload package file and then upload the NovalnetPayments.zip.

Install from Web Upload Package File Install from Folder Install from URL

Upload & Install Joomla Extension

*

[ |

Drag and drop file here to upload.

1 Or browse for file [ o e

Maximum upload size: 8M

Figure 2
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4 CONFIGURATION

4.1 Novalnet Merchant Administration Portal configuration

@ IP Address Configuration

For all API access (Auto configuration with Product Activation Key, loading Credit Card iframe, Transaction
APl access, Transaction status enquiry, and update), it is mandatory to configure your server IP address in
Novalnet Merchant Administration portal.

To configure the IP address, go to Novalnet Merchant Administration portal under PROJECTS = Select
project = Project Overview = Payment Request IP's & Update Payment Request IP.

Welcome: M. Shop system user Telephone +49 88 923085321

. > English | Deutsch
MerhantD 4 Fax  +49.899230663-11
AG » Log out
our account is in TEST MODE

Empowering Payment E-Mal  suppori@novainet.de

DASHEOARD ~ MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICES ~ COLLECTIONS SUBSCRIPTION NETWORKI/AFFILIATE FAQ

1 v a

» Handler-Shop (1)

1 Handier-Shop nttp:fwww. haendlerseite.de ®
» OSCOMMERGE DEMO 55021 () 2 s OSCOMMERCE DEMO SHOP1 httpishop.gsoftpro defindex php ® v a
» xctModifid SHOP (13) 3 13 “etMogifid SHOP hitp-fixtzmodified.novainet.de v v a
» VIRTUEMART DEMO SHOP (14) 4 i VIRTUEMART DEMO SHOP https fhirtuemart novalnet de. ® v a
» Notity Direct Marketing (93) s B Notify Direct Marketing niip-fnofify-girectmarketing comi ® v a
Third party Projects
» Novalnet-Test-Account 9
- ) Welcome Mr. Shop system user Telephone +49 39 923068321 English | Deutsch
Merchant D 4 Fax +49 89 923068311
AG » Log out
vouraccountisin TEST MODE E-Mail  suppert@novainet de
Empowering Payment proe)

DASHBOARD  MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICES COLLECTIONS  SUBSCRIPTION NETWORKIAFFILIATE

Project Overview | Payment Methods | Fraud Modules | Shop Parameters | Membership | Payment form  Afliiate info

» Handler-Shop (1)
Payment Request IP's 127.0.0.1 Update Payment Request [P <
» OSGOMMERGE DEMO SHOP' (5)

} Edit Project Overview

» xetModifid SHOP (13)
» VIRTUEMART DEMQ SHOP (14)

» Nolify Direct Marketing (33)

Third party Projects

» Novalnet-Test-Account

Figure 4
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(D Vendor script URL Configuration

Payment / Transaction status notification - Asynchronous callback script (vendor script)
Vendor script URL is required to keep the merchant’s database/ system up-to-date and synchronized with
Novalnet transaction status. It is mandatory to configure the Vendor script URL in Novalnet Merchant

Administration portal.

Novalnet system (via asynchronous) will transmit the information on each transaction and its status to
the merchant’s system.

To configure Vendor script URL, go to Novalnet Merchant Administration portal under PROJECTS =
Select project > Project Overview = Edit Project Overview — paste the Vendor script URL under the
field 2 Vendor script URL.

For example,
https://virtuemart.novalnet.de/index.php?option=com _virtuemart&view=pluginresponse&task=pluginno

tification&form type=vendor script

PTE— Wekome M Snop sysem user S —— cogten | Sasaen
NOVALNET ¢ @—pe '
Empowering Payment _1vaur accountis in TEST MODE EMall  support@novainet.de

DASHBOARD ~ MERCHANT SEARCH STATISTIC prosecTs  [RCETIIEY INVOICES ~ COLLECTIONS SUBSCRIPTION NETWORK/AFFILIATE FAQ

N B S T
» Handler-Shos (1) 1 1 Handier-Shop nttp:/wa. haendierse te. de ® v a
» OSCOMMERGE DEMO SHOP1 (5) 2 5 'OSCOMMERCE DEMO SHOP1 http:/ishop. gsoftpro.defindex.php ® v a
» xetModifid SHOP (13) 3 13 *etModifid SHOP hitp:/ixtemodified.novainet.de v v a
» VIRTUEMART DEMO SHOP (14) 4 14 VIRTUEMART DEMO SHOP nttps fivirtuemart novainet de ® v a
» Nolify Dirsct Marksting (33) H ) Natify Direst Marketing htto: inofity-girectmarkating comi ® v a
» Novalnet Test-Account e

Figure 5

) Welcome Ir. Hovalnet Tester Telephone +49 59 923068221 English | Deutsch

Meschant ID 4 Fax +49 89 8230882-11

Empowering Payment Your acoount iz in TEST MODE EMail  suppor@novainet de

MERCHANT SEARCH STATISTIC PROJECTS CASHDESK SUBSCRIPTION

Create new project Project Overview | Payment Methods | Fraud Modules | Shop Parameters | Membership | Payment form || Affiliate info
Own Projects.
e ey - Edit Project Overview

» Hindler-Shop (1)
Vendor script URL 9

» OSCOMMERCE DEMO SHOP1 (5)

« xetModifid SHOF (12}

» VIRTUEMART DEMO SHOP (14)

Third party Projects

» Novalnet-Test-Account

Figure 6
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@ Configuring merchant script E-mail settings

To receive email for every asynchronous call to synchronize between your shop and Novalnet, you need to
configure the below mentioned parameters in the Merchant script management,

To find the Merchant script management, go to Extensions = Plugins and Search the Novalnet plugin
under search option.

& Save | v ‘ Save & Close | | [ ‘ Close |
Plugin Order status management for on-hold transaction(-s) Merchant script management
Deactivate IP address No -
control (for test purpose
only)
Enable E-mail notification No =
for callback

E-mail address (To)

E-mail address (Bcc)

Motification URL http:ffviriuemart.novalnet.defindex.p

Figure 7

Field Description

Deactivate IP address control (for | This option will allow to performing a manual execution. Please

test purpose only) disable this option before setting your shop to LIVE mode, to avoid
unauthorized calls from external parties (excl. Novalnet).

Enable E-mail notification for If Yes, notification mails will be sent to given email address

callback through Novalnet callback script.

E-mail address (To) E-mail address of the recipient for To

E-mail address (Bcc) Email address of the recipient for Bcc

Notification URL Notification URL is used to keep your database / system actual and

synchronizes with the Novalnet transaction status.
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(D Vendor script testing procedure

Types of payment values delivered in the “payment_type“parameter

Payment type Explanation

DIRECT_DEBIT_SEPA Direct Debit SEPA

CREDITCARD Credit Card
EPS eps
GIROPAY GIROPAY
IDEAL iDeal

GUARANTEED_INVOICE Payment via guaranteed invoice

GUARANTEED_INVOICE_BOOKBACK

Guaranteed Invoice bookback

GUARANTEED_DIRECT_DEBIT_SEPA

Payment via guaranteed direct debit SEPA

GUARANTEED_ SEPA_BOOKBACK

Guaranteed SEPA bookback

CREDITCARD_BOOKBACK
CREDITCARD_CHARGEBACK
CREDIT_ENTRY_CREDITCARD
DEBT_COLLECTION_ CREDITCARD
CREDIT_ENTRY_DE
DEBT_COLLECTION_DE
ONLINE_TRANSFER
ONLINE_TRANSFER_CREDIT

Credit Card bookback

Credit Card chargeback

Credit entry by end customer (Credit Card)
Debt Collection Credit Card

Credit entry payment by end customer

Payment to debt collection agency (invoice)

Online instant transfer

Credit entry through online transfer

PAYPAL PayPal
PAYPAL_BOOKBACK PayPal Refund
PRZELEWY24 Przelewy24

PRZELEWY24_REFUND
REFUND_BY_BANK_TRANSFER_EU
REVERSAL

RETURN_DEBIT_SEPA
DEBT_COLLECTION_SEPA
CREDIT_ENTRY_SEPA

Przelewy24 Refund

Refund per money transfer

Cancelled payment via online transfer / iDeal
Return Debit SEPA
Debt Collection SEPA

Customer SEPA Payment directly to Novalnet(Example: after
the end customer has caused a return debit
Incoming money transfer for the open prepayment or invoice

INVOICE_CREDIT
payment

INVOICE_START Prepayment or Invoice (defined as per the value of the
additional parameter

“invoice_type”. The value can be either PREPAYMENT or
INVOICE)

Payment via cashpayment (Barzahlen)

CASHPAYMENT
CASHPAYMENT_REFUND
CASHPAYMENT_CREDIT
POSTFINANCE
POSTFINANCE_CARD
POSTFINANCE_REFUND
INSTALMENT_DIRECT_DEBIT_SEPA
INSTALMENT_INVOICE_BOOKBACK

Refund via cashpayment through merchant

Credit entry of a cashpayment transaction

PostFinance E-Finance

PostFinance Card

PostFinance Refund
Instalment by Direct Debit SEPA
Instalment by Invoice bookback

NOVALNET AG
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INSTALMENT _INVOICE Instalment by Invoice
INSTALMENT_ SEPA_BOOKBACK Instalment by SEPA bookback

INVOICE_CREDIT payment_type

Formatted URL:

<SiteURL>

Other payment type
Formatted URL:

<SiteURL>

O) PayPal API configuration

To proceed transaction in PayPal payment, it is mandatory to configure PayPal API details in Novalnet
Merchant Administration portal.

To configure PayPal APl details, go to Novalnet Merchant Administration portal under PROJECTS =
Select project & Payment Methods = PayPal - Configure.

Velzome Mr. Shap system user Telephone +49 89 523088321 English | Doutsch

Merehant 1D 4 Fax +49 89 9230883-11
AG » Lo out
‘vour account is in TEST MODE

Empowering Payment E-Mail  suppori@novainet de

DASHBOARD ~ MERCHANT SEARCH STATISTIC PROJECTS (CASHDESK INVOICES ~ COLLECTIONS ~SUBSCRIPTION NETWORK/AFFILIATE FAQ

Create new |mz|:c| Own Projects

T T — e —l L
» Handler-Shop (1) Handier-Shop nttp fiwww haenglerseite. de ®
» OSCOMMERCE DEMO SHOPT (3) 2 B OSCOMMERGCE DEMO SHOP1 http:/ishop. gsoRpro defindex.php ® v a
» xctModifid SHOP (13) 3 13 xcthdodifid SHOP http-fixtcmodified novalnet de v v a
» VIRTUEMART DEMO SHOP (14) 4 14 VIRTUEMART DEMO SHOP hitps fivirtuemart.novainet.de x v a
» Notify Direct Marksting (93) 5 o Notify Direct Marketing htip: linofify directmarketing comi ¥ v a

» Novalnet-Test-Account 9

Figure 8

Paypal Canfiguration

API User Name*

AP| Password*

AP Signature*

Figure 9
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@ Postfinance card configuration

To proceed transaction in Postfinance card payment, it is mandatory to configure Ep2-Merchant ID in
Novalnet Merchant Administration portal.

To configure Postfinance card details, go to Novalnet Merchant Administration portal under PROJECTS -
Select project 2 Payment Methods = Postfinance card — Configure

- ~> Welcome Mr. Shop system user Telephone +49 89 9230653.21 English | Deutsen

MexhantD 4 Fax  +4989 923066311

AC

; our azcount is in TEST MODE EMal  suppori@novainet de

Empowering Payment prori@
DASHBOARD ~ MERCHANT SEARCH STATISTIC prosecs  [ERTEIEIES INVOICES  COLLECTIONS SUBSCRIPTION NETWORK/AFFILIATE FaQ

Create new project ‘Own Projects
== O S T N

» Handler.shop (1
tandler-Shop (1) Handler-Shop htto:Thwww haendlerseite. de

» OSCOMMERGE DEMO SHOP1 () . oscouMERCE DEVO SHOR 1 e shop gsofpr deindex php

» xctModifid SHOP (13) xetiodifid SHOP htto:hdsmodified novalnet de

» VIRTUEMART DEMO SHOP {14) 14 VIRTUEMART DEMO SHOP htips fivirtuemart novainet de

X X < X X
8%

» Motify Dirsct Marksting (33) ) Ntify Direct Marketing http-/inetify-directmarketing.com/

a

a

a

r@
(2]

» Novalnet.Test-Account

Figure 10

PostFinance configuration

| Ep2-Merchant ID *

Figure 11

@ PostFinance configuration

To proceed transaction in Postfinance payment, it is mandatory to configure Ep2-Merchant ID
Novalnet Merchant Administration portal.

To configure Postfinance details, go to Novalnet Merchant Administration portal under PROJECTS -
Select project = Payment Methods = Postfinance - Configure.

- ) Welcome Mr. Shop system user Telephone +49 88 9230683-21 English | Deutsch

AG

Empowering Payment Your accountis in TEST MODE E-Mail support@novalnet.de
DASHBOARD MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICE S COLLECTIONS SUBSCRIPTION NETWORKIAFFILIATE FAQ

Create new project Own Projects

» Handier-Shop (1) 1 Handier-Shop http-/iwww.hasndierseite. de

» OSCOMMERGE DEMO SHOP1 (5) 2 s oscoMMERCE DEWO SHOPT it shop gotoro deindex php % v a

» ¥etModifid SHOP (13) 3 13 xctModifid SHOP http-/ixtemodified novalnet de v v a

» VIRTUEMART DEMO SHOP (14) f u VIRTUEMART DEMO SHOP s vituemert novainet de % v a

» Notify Direct Marketing (93) 5 93 Notify Direct Marketing http:/inotify-directmarketing.com/ x v a

+ Nousinet Test Azcount e

Figure 12
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PostFinance configuration

| Ep2-Merchart ID *

Figure 13

4.2 Product Activation Key

Novalnet introduces Product Activation Key to fill entire merchant credentials automatically on entering
the key into Novalnet Global Configuration.

To get the Product Activation Key, go to Novalnet Merchant Administration portal under PROJECTS =
Select project -> Shop Parameters = API Signature (Product activation key).

Welzome: M. Shop system user Telephone +49 89 523088321

English | Deutsch
Merchant 1D 4 Fax +49 59 8230853-11
AG » Lo out
‘vour account is in TEST MODE

Empowerin g P ayment E-Mail  suppori@novalnet de

DASHBOARD ~ MERCHANT SEARCH STATISTIC PROJECTS (CASHDESK INVOICES ~ COLLECTIONS ~SUBSCRIPTION NETWORK/AFFILIATE FAQ

Create new project ‘Own Projects

» Handler-Shop (1)

Handler-Shop htto:Thwww haendlerseite. de
» OSCOMMERGE DEMO SHOP' {5) 2 s OSCOMMERCE DEMO SHOP1 hitp:7ishop.gsoftpro.defindeic php
» xctModifid SHOP (13) 3 13 xctModifid SHOP http:hdemodified novalnet de

» VIRTUEMART DEMO SHOP {14) 4 14 VIRTUEMART DEMO SHOP htips fivirtuemart novainet de

X X < X X
%%

a
a
a
» Notify Direct Marketing (33) 5 £l Notify Direct Marketing http:-/inotify-directmarketing com/ a

» Novalnet-Test-Account 9

Figure 14

> Welcome M. Shop system user Telepnone +49 59 923065321 English | Deutsch
ernemi 4 o Fax 44959 520088311
A G »Log out
Your account is in TEST MODE E-Mail support@novalnet.de

Empowering Payment  Yeurscontisin TESTMOD)

DASHBOARD ~ MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICES COLLECTIONS SUBSCRIPTION NETWORK/AFFILIATE

Create new project Project Overview  Payment Methods | Fraud Modules | Shop Parameters  Membership | Payment form | Affiiate info
i

» Create new Tariff
> Handler-Shop (1)

Merchant ID 4
> OSCOMMERGE DEMO SHOP1 {5)
Authentication code JYEtHUbHNIWVztWBJrafIMHQuic
> ¥etMogifid SHOP (13)
Payment sccess key &57M6795012eT1d5151367b7542122c
» VIRTUEMART DEMO SHOP {14)
Project ID 14
= Notify Direct Marketing (93)
API Signature (Product activation key) n7ibe 7abStjdoU3HJVaym7M Wilkiah[fTcpn7ec |

Third party Projects Tanf ID's ZENCART DEMO Shop Betrag 30 v 2

> Novalnet-Test-Account

Figure 15
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4.3 Settings in the shop backend
To enable the Novalnet payment plugins, kindly go to Extensions = Plugins in the shop back-end.

Search the Novalnet plugin under search option and click on the Q| button to get the
Novalnet payment plugin from your web shop.

# Plugins & Joormlal

@ | Edit + | Enable @  Disable M | Checkin @ | Help ¢ | Options

novalnet m Search Tools « Clear Type ascending - 20 -
Figure 16

Now, the installed payments will be listed as mentioned below.

Novalnet Q Search Tools « Clear Type ascending = 20 | -

¢ [ status Plugin Name Type~ Element Access ID
M (=] Novalnet Global Configuration system novalnet Public 10078
M (=] Novalnet Admin Portal Configuration vmpay ment novalnet_payment Public 10079
M [=] VM Payment - Novalnet PayPal vmpayment novalnet_paypal Public 10086
M (=] VM Payment - Novalnet Prepayment vmpay ment novalnet_prepayment Public 10083
M [=] VM Payment - Novalnet Sepa vmpayment novalnet_sepa Public 10081
M (=] VM Payment - Novalnet Przelewy24 vmpay ment novalnet_przelewy24 Public 10089
M (=] VM Payment - Novalnet Invoice vmpay ment novalnet_invoice Public 10082
M (=] VM Payment - Novalnet Instant bank transfer vmpay ment novalnet_instantbank Public 10084
M [=] VM Payment - Novalnet Barzahlen vmpayment novalnet_cashpayment  Public 10090
M (=] VM Payment - Novalnet Credit Card vmpay ment novalnet_cc Public 10080
M (=] VM Payment - Novalnet eps vmpay ment novalnet_eps Public 10088
M (=] VM Payment - Novalnet Giropay vmpay ment novalnet_giropay Public 10087
(| [=] VM Payment - Novalnet iDEAL vmpayment novalnet_ideal Pubilic 10085

Figure 17

Now enable the following plugins, by clicking on their respective icon LS,
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4.4 Global settings

4.4.1 Global setting configuration

Now click on Novalnet Global Configuration link to configure global settings.

# Plugins 2 Joomlal
& | Edit | | « | Enable | | @ | Disable | | M| Check-in @ Help | & Options
novalnet Q Search Tools « Clear Type ascending - 20 =
* [ Status Plugin Name Type~ Element Access 1D

m o INovaInet Global Conﬁgurationl system novalnet Public 10035

Figure 18
Product activation key

Now paste the copied activation key from the Novalnet Merchant Administration portal in the Product
activation key field.

Refer the link 4.2 Product Activation Key

@™ Please make sure that you do not enter the data manually.

Plugin Order status management for on-hold transaction(-s) Merchant script management

Novalnet Global Configuration
[ system Jf novainet]

For additional configurations login to Novalnet Merchant Administration portal. To login to the Portal you need to have an account at Novalnet. If you don't have one yet,

please contact sales@novalnet.de / tel. +49 (089) 923068320 To use the PayPal payment method please enter your PayPal AP| details in Novalnet Merchant
Administration portal

Product activation key * n7ibc7ob5t|doU3HIVoym7MQ44qo

Tariff ID * Virtuemart demo tariff =
Referrer ID
Gateway timeout (in 240
seconds)
Figure 19
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Tariff ID

Tariff id field can be configured based on the merchant’s requirement from the drop down list.

Tariff ID * Virtuemart demo tariff -

Virtuemart predefined subscription
tariff

Vinuemart dynamic subscription
tariff

Figure 20

Click on Save button to update/save the changes made.

# save | L ‘ Save & Close | | [ ] | Close |

Figure 21

Field Description

Product activation key Novalnet provides a activation key when a merchant opens an

account at Novalnet.

Tariff ID Tariff identification number is an unique ID for each merchant
project. The merchant can create N number of tariffs through
Novalnet Merchant Administration portal.

Referrer ID Referrer ID of the person/ company who recommended you
Novalnet.
Gateway timeout (in seconds) In case the order processing time exceeds the gateway

timeout, the order will not be placed.
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5 PAYMENT METHODS

5.1 Overview
Go to Payment Methods under VirtueMart tab.

VirtueMart ~

Control Panel
Product Categories
Products

Custom Fields
Orders

Revenue Report
Shoppers
Manufacturers
Shop

Media Files
Shipment Methods

Payment Method:

Configuration

Figure 22

Click on the New link to add a Novalnet payment method.

ystem ~  Users ~ Menus ~ Content ~ Components ~ xt ns Help ~ VirtueMart = X -~
Payment Method 4 Joomlal
b | Clone payment + | Publish @ | Unpublish & | Edit m *® | Delete & | Permissions ® Help
Figure 23

Under Payment Method Information tab, give the required payment method name in the Payment
Name field, select Yes in Published field and select the required payment from the Payment Method
Drop down list.

Click on Save button to update/save the changes made.

Payment Method i Joomlal

v swet cose O] corce | [®]] v | (] Fermisons
T Payment Method Information Configuration

Payment Method

Payment Name — o

Sef Alias novalnet-admin-portal-configuration

Published

Payment Description e

Payment Method Novalnet Admin Portal Configuration v | — e

Shopper Group Available for all

List Order 0

Currency Euro >

Figure 24
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5.2 Configuring the payment method

Configure the payment method by clicking on the Configuration tab. Configure required fields and click
on Save & Close button to update/save the changes made.

© | Cancel @  Hep 8 | Permissions

o Direct Debit SEPA T
Payment Method: novalnet_sepa e
Go to Novalnet Global configuration Novalnet Global configuration
Enable test mode ® No @ Yes
Logos Available for all
ing type None -
Naotification for the buyer
'SEPA payment duration (in days)
Payment action @® Capture & Authorize

Figure 25

To add a payment logo, go to VirtueMart = Payment Methods, click on the Configuration tab of the
required payment method and select the logo from the Logos dropdown list.

Click on the Save & Close button to update/save the changes made.

Payment Method Joomlal

| v | Save&Close | ) ‘ Cancel | | @ ‘ Help | | & ‘ Permissions |

Payment Method Information

Configuration

Novalnet Direct Debit sepa T
Payment Method: novalnet_sepa o
Enable test mode o No ® Yes
Logos Available for all — 9
Figure 26

@ Kindly, follow the above instructions to configure the remaining Novalnet payments.

Field Description

Enable test mode

Payment will be processed in test mode therefore amount for this
transaction will not be charged and it will be deactivated automatically.

Logos

Logos to be displayed with the payment name.

Notification for the buyer

Text entered in this field will be displayed on the checkout page.

Countries

Select the countries for which the payment method applies. If no
country is selected, the payment method will be applied for all countries.

Minimum Amount

Minimum order amount to offer the payment.

Maximum Amount

Maximum order amount to offer the payment.

Fee per transaction

Flat amount to apply per transaction.

Percent of the total product
amount

Percent to apply to the total product amount (Shipment cost are not
included).

Tax

Tax fee will be included for this payment.

NOVALNET AG
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6 SPECIAL SETTINGS FOR PAYMENT METHODS

6.1 Credit Card

Field Description

Shopping type

You can select one of the following options here:
e None (select shopping type)
® One click shopping
e Zero amount booking

Enable 3D secure

When activating the 3D-secure, the issuing Credit Card institution also
requests the buyer to enter a password. By activating this option, the
issuing bank may be provided with proof that the buyer is actually the
cardholder. This reduces the risk of a charge back.

Force 3D secure on predefined
conditions

If 3D secure is not enabled in the above field, then force 3D secure
process as per the "Enforced 3D secure (as per predefined filters &
settings)" module configuration at the Novalnet Merchant
Administration portal. If the predefined filters & settings from
Enforced 3D secure module are met, then the transaction will be
processed as 3D secure transaction otherwise it will be processed as
non 3D secure.

Please note that the "Enforced 3D secure (as per predefined filters &
settings)" module should be configured at Novalnet Merchant
Administration portal prior to the activation here.

For further information, please refer 7.1 Force 3D secure

Display AMEX logo

If you activate this option, you accept payments via Amex credit card.
An Amex business case must be available for this. The Amex logo will
also appear on the checkout page.

Display Maestro logo

If you activate this option, you accept payments via Maestro credit
card. For this, Novalnet Maestro business case must be available. The
Maestro logo will also appear on the checkout page.

Payment action

Capture / Authorize

Minimum transaction limit for
authorization (in minimum unit
of currency. E.g. enter 100
which is equal to 1.00)

In case the order amount exceeds mentioned limit, the transaction
will be set on hold till your confirmation of transaction. You can leave
the field empty if you wish to process all the transactions as on-hold.

Customized CSS settings

CSS settings for the IFRAME with credit card data.
If you want to design the IFRAME yourself, you have the option here.
If you leave this field blank, the shop default settings will be used.

6.2 Direct Debit SEPA(With payment guarantee)

Field

Shopping type

‘ Description

You can select one of the following options here:
e None (select shopping type)
¢ One click shopping
e Zero amount booking

SEPA payment duration (in days)

Number of days after which the payment should be processed
(must be between 2 and 14 days).

Payment action Capture / Authorize
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Minimum transaction limit for
authorization (in minimum unit
of currency. E.g. enter 100 which
is equal to 1.00)

In case the order amount exceeds mentioned limit, the transaction
will be set on hold till your confirmation of transaction. You can
leave the field empty if you wish to process all the transactions as
on-hold.

Enable payment guarantee

Before you can use the Direct Debit SEPA with a payment
guarantee, you need the activation of this payment method by the
Novalnet.

Basic requirements for payment guarantee:

¢ Allowed countries: AT, DE, CH.

e Allowed currency: EUR.

¢ Minimum amount of order >= 9,99 EUR.

e Minimum age of end customer >= 18 Years.

¢ The billing address must be the same as the shipping address.

Gift certificates/ vouchers are not allowed.

Minimum order amount (in
minimum unit of currency. E.g.
enter 100 which is equal to 1.00)

The value you enter overrides the default value.
Note: Minimum amount should be greater than or equal to 9,99
EUR

Force Non-Guarantee payment

If the payment guarantee is enabled (true), the above requirements
are not met, payment is to be made without payment guarantee.

6.3 Invoice(With payment guarantee)

Field Description

Payment due date (in days)

Number of days within which the payment is to be made at
Novalnet (at least 7 days). If this field is empty, 14 days will be set as
the default time.

Payment action

Capture / Authorize

Minimum transaction limit for
authorization (in minimum unit
of currency. E.g. enter 100 which
is equal to 1.00)

In case the order amount exceeds mentioned limit, the transaction
will be set on hold till your confirmation of transaction. You can
leave the field empty if you wish to process all the transactions as
on-hold.

Enable payment guarantee

Before you can use the Invoice with a payment guarantee, you need
the activation of this payment method by the Novalnet.
Basic requirements for payment guarantee:

¢ Allowed countries: AT, DE, CH.
e Allowed currency: EUR.
¢ Minimum amount of order >= 9,99 EUR.

e Minimum age of end customer >= 18 Years.

The billing address must be the same as the shipping address.

Gift certificates/ vouchers are not allowed.

Minimum order amount (in
minimum unit of currency. E.g.
enter 100 which is equal to 1.00)

The value you enter overrides the default value.
Note: Minimum amount should be greater than or equal to 9,99
EUR

Force Non-Guarantee payment

If the payment guarantee is enabled (true), the above requirements
are not met, the payment is to be made without payment
guarantee.
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6.4 PayPal
Field Description
Payment action Capture/ Authorize

Minimum transaction limit for | In case the order amount exceeds mentioned limit, the transaction
authorization (in minimum unit | will be set on hold till your confirmation of transaction. You can
of currency. E.g. enter 100 which | leave the field empty if you wish to process all the transactions as
is equal to 1.00) on-hold. (In order to use this option you must have billing
agreement option enabled in your PayPal account. Please contact
your account manager at PayPal).

Shopping type You can select one of the following options here:
e None (select shopping type)

® One click shopping

e Zero amount booking

6.5 Barzahlen

The cash payment method offers your customers the possibility to pay online purchases with the help of
a paying ticket at the cash registers of over 10,000 partner branches of Barzahlen.de. The partner
branches include renowned supermarket chains such as Rewe, DM, Penny, etc. More information on cash
figures can be found online at https://www.barzahlen.de/de/ you can get information about a money

receipt via the Novalnet in real time.

Checkout

i@ MNovalnet Barzahlen @ Barzahlen

After completing your order you get a payment slip from Barzahlen that you can
easily print out or have it sent via SMS3 to your mobile phone. With the help of that
payment slip you can pay your online purchase at one of our retail partners (e.g.
supermarket).

Figure 27
The payment slip

After a successful order, the customer has the following options to show his payment slip at a partner
branch:

¢ Display SMS

e Print PDF

e Digital via Apple wallet
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@ Barzahlen e Barzahlen e Barzahlen

PAYMENT SLIP POF PASS EIE] PSS sMs PaYMENT SLIP PDF PASS
[ Barcode number via SMS g = Print your payment slip = Download Pass

Your payment slip has already been sent to Print your payment slip directly or save it on your device. Do you want to use the payment slip on your mobile

testadmin@novalnetsolutions.com. Would you also like phone?
to get the barcode number via SMS?
Click on the link below to add the payment slip to your
digital wallet. The Apple Pass provides several
advantages: ou can access your payment slip at any
time and get a push message on your phone as soon as
you are nearby one of our partner stores.

I would like to be notified, via SMS or E-Mail
(o: testadmin@novalnetsolutions.com), Hint: The apple pass is so far available for iPhone
about discount campaigns and products
relating to Barzahlen and products of third-

parties. Unsubscribing from this service is
possible at any time.

} MPOTIEE0N 200U M CONSCION. PTOCESSING EN0 LSS 07 JOur PErsona!
ieaze clkck on e busion belor: Priecy Folley

SEND SMS

Figure 28

Description

Slip expiry date (in days) Number of days within which your customer will pay the amount of
the order in a cash partner store near him. If the ticket does not
redeem and pay the payment in time, it will expire. If the field is
empty, by default it is set to 14 days as the due date.

@™ Please contact our technical support team by phone at +49 89 9230683-19 or by mail at

technic@novalnet.de to receive our test data for payment processing.
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7 CONFIGURATION OF THE FRAUD CHECK MODULES
7.1 Force 3D secure

We have integrated the Enforced 3D secure fraud module for the Credit Card payment method, if 3D
secure is not enabled in the above field, then force 3D secure process as per the "Enforced 3D secure (as
per predefined filters & settings)" module configuration at the Novalnet Merchant Administration portal.

If the predefined filters & settings from Enforced 3D secure module are met, then the transaction will be
processed as 3D secure transaction otherwise it will be processed as non 3D secure.

Please note that the "Enforced 3D secure (as per predefined filters & settings)" module should be
configured at Novalnet Merchant Administration portal prior to the activation here.

If you want to activate the Enforced 3D secure fraud check modules, go to Novalnet Merchant
Administration portal under PROJECTS = Select project 2 Fraud Modules = Edit Project Overview —
Enforced 3D secure (as per predefined filters & settings).

—————, Welcome Mr. Shop system user Telephone +43 89 823085321 English | Deutsch
N 0 VA L N E T AG 0 R For w58 s2msEn
| »Log out
Empowering Payment Your accountisin TEST MODE EMail  support@novalnet de
DASHBOARD ~ MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICES  COLLECTIONS SUBSCRIPTION NETWORK/AFFILIATE FAQ
» Handler-Shop (1) 1 1 Handler.Shop ttp: . haendlerseite. de x v a
» OSCOMMERCE DEMO SHOPT () 2 s OSCOMMERCE DEMO SHOPA htip:fishop.gsoftpro defindex.php *® v a
» xctModifid SHOR (13) 3 13 xetModifid SHOP htip-fixtemodified.novainet de v v a
» VIRTUEMART DEMO SHOP (1) 4 14 VIRTUEMART DEMO SHOP hitps Ahirtuemart novalnet de ® v a
» Notify Direct Marketing (93) 5 93 Netify Direct Marketing hitp:/inotify-directmarketing com/ ® v a
Third party Projects
» Novelnet-Test-Account 9
,.7’-——3 Welcome Mr. Shop system user Telephone +43 83 9230683-21 English | Deutsch
N 0 VA L N ET AG MerchantD 4 o Fax +48 89 823083311
» Log out
Your account is in TEST MODE E-Mail support@novalnet.de
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DASHBOARD MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICES COLLECTIONS SUBSCRIPTION NETWORKI/AFFILIATE
Create new project Project Overview | Payment Methods | Fraud Modules || Shop Parameters | Membership | Payment form || Affiliate info
ompiees | N R
+ HandlerShop (1) Enforced 30 secure (as per predefined filters & settings) [ o 9

» OSCOMMERGE DEMO SHOP1 (5) Update

» xctModifid SHOP (13)
» VIRTUEMART DEMO SHOP (14)
» Notify Direct Marketing (33)

Third party Projects

» Novalnet-Test-Account

Figure 30

Go to VirtueMart = Payment Methods = Credit Card in the shop backend area to activate 3D secure
payments under predefined conditions.

Force 30 secure on predefined conditions s Mo @ Yes

Figure 31

Now Enable Credit Card Force 3D secure on predefined conditions by choosing Yes / No radio button.
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8 INDIVIDUAL ORDER STATUS MANAGEMENT
To set the order status, kindly select the respective payment under Virtuemart 2 Payment Methods.

Completed payment status

Once an order has been successfully created (Example: Credit Card), the status for completed
payments is determined according to your specified status (Example: Confirmed by shopper).

Order completion status Confirmed by shopper -

Figure 32

Invoice / Prepayment / Barzahlen

The callback script is triggered for the payment methods Invoice, Prepayment and Barzahlen. The
status of the order is changed from the Order completion status of the order you have configured
here to the Callback order status if the cash receipt for this transaction has been recorded in the
Novalnet.

Callback order status Confirmed -

Figure 33

PayPal / Przelewy24 / Guaranteed

For PayPal, Przelewy24 and Guaranteed payment when the transaction is pending, the order status will
be set to Order status for the pending payment.

Order status for the pending payment Pending - ’

Figure 34

On-Hold Bookings

An on-hold booking keeps the order in wait mode (max. Up to 14 days) until you confirm or reject it
yourself. To set the status for on-hold transactions, go to Order status management for on-hold
transaction(-s) under Extensions = Plugins and search Novalnet then click on Novalnet Global
Configuration in the shop back-end.

Onhold order status Confirmed by shopper -
Cancellation order status Cancelled -
Figure 35
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Field Description

Onhold order status Once the order placed as on-hold transaction, Onhold order status will
be set as order status.

Once the transaction get confirmed by the merchant, Order completion
status of the respective payment will be set as order status.

If the transaction get canceled by the merchant, Cancellation order
status will be set as an order status.
Cancellation order status Once the order got canceled (or) fully refunded, Cancellation order
status will be set as an order status.

Order completion status Once the order has been placed successfully, Order completion status of
the respective payment will be set as order status.

Callback order status For Invoice, Prepayment and Barzahlen methods, when an end
customer transfer the amount to Novalnet then the callback script will
be triggered and the order status will be changed to Callback order

status.
Order status for the pending | For PayPal, Przelewy24, and Guaranteed payments when the
payment transaction is pending, the order status will be set to Order status for

the pending payment.

NOVALNET AG Tel.: +49 89 9230683-19 Board of Directors: Gabriel Dixon (CEQ), Johnson Rajdaniel (CFO)
Payment Institution Fax: +49 89 9230683-11 Chairman of the supervisory Board: Frank Haussmann
Feringastr. 4 E-Mail: technic@novalnet.de Commercial register number: HRB 167381

85774 Unterféhring Tax id: DE254954139



mailto:technic@novalnet.de

N >
NOVALNET xc
Empowering Payment

9 ORDERS

To view orders, click on the Orders link under VirtueMart menu.

Control Panel
Product Categories
Products

Custom Fields

Revenue Report
Shoppers
Manufacturers
Shop

Media Files
Shipment Methods
Payment Methods

Configuration

Figure 36

9.1 Order overview

Now, click on Order number to view the order details of the particular order.

Order number / Payment
o Invoice Name / Email Method Shipment  Print View Order Date ~ Last Modified Status Notify Shopper? Total
0 755H0122 Novalnet Tester Novalnet  Self pick-up @] j- % Thursday, 18 July  Thursday, 18 July Completed . [JNotify Shopper? 14,99 €
test@novalnet de Invoice z L- 2019 09:38 2019 09:38 ) Include Comment?
Add Comment wall lines?
Figure 37
9.2 Order details
Now, you can review the order details of the respective order in the Comment field.
Shopper Order
Date Added Notified?  Status
Tuesday, 23 April 2019 Mo Pending
04:37
Tuesday, 23 April 2019 Yes Completed Movalnet Transaction ID: 13944700000820323
04:42 Test order
Please transfer the amount to the below mentioned
account details of our payment processor Movalnet
Due date: 05/03/2019
Account holder: Movalnet AG
IBAN: DE22740201500000000042
BIC: RZODDET77050
Bank: Raiffeisenlandesbank O Zndl Sddeutschland
Passau
Amount: 250 €
Please use any one of the following references as the
payment reference, as only through this way your
paymentis matched and assigned to the order:
Payment Reference 1: BNR-14-ZPMMO36
Payment Reference 2: TID 13944700000820323
Payment Reference 3: Order number ZPMMO36
Figure 38
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10 FOLLOW-UP TRANSACTION PROCESS
10.1 Confirm / Cancel transaction process

Select the particular order and choose the Confirm / Cancel link under Manage transaction process to
Confirm / Cancel the transaction of the respective order.

Manage transaction process

© canc

Figure 39

anage transaction process

Figure 40

Once the transaction has been confirmed / canceled, the transaction details will be displayed in the
Comment field of the particular order and the order status will be changed accordingly.

Shopper Order

Date Added Notified? Status Comment

Monday, 22 April 2019 Mo Pending

08:02

Monday, 22 April 2019 Yes Completed Movalnet Transaction ID: 139446000020157 31

08:07 Test order

Maonday, 22 April 2019 Yes Confirmed The transaction has been confrimed on

08:10 2019-04-22 09:10

Figure 41
Shopper Order

Date Added Notified? Status Comment

Monday, 22 April 2019 Mo Pending

09:02

Monday, 22 April 2019 Yes Completed Maovalnet Transaction 1D: 138446000020157 31

09:07 Test order

Monday, 22 April 2019 Yes Cancelled The transaction has been cancelled on

09:10 2019-04-22 09:10

Figure 42

NOVALNET AG Tel.: +49 89 9230683-19 Board of Directors: Gabriel Dixon (CEQ), Johnson Rajdaniel (CFO)
Payment Institution Fax: +49 89 9230683-11 Chairman of the supervisory Board: Frank Haussmann
Feringastr. 4 E-Mail: technic@novalnet.de Commercial register number: HRB 167381

85774 Unterféhring Tax id: DE254954139



mailto:technic@novalnet.de

10.2 Transaction refund process

NOVALNET »2
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Select the particular order, then click on the Edit Oder Products link and edit the amount in (Product

Price (Cost)) field to refund. Click on the Save button to save the changes made.

Product Base Product
Status of ordered Price price Price Total

# Quantity Name SKU products (Cost)  withtax (Gross) Tax Discount Total

1 CEG #a 33 g cee Confirmed by shop... | = 10.00€  1200€ 1200€ 200€  000€ 12,00€

SubTotal: 10,00 € 200€ 000€ 1200€
Shipment Fee: 0,00€ 0,00 € 0,00 €
Payment Fee: 0,00 € 0,00 € 0,00 €
Tax 20% 200€
Total: 2,00€ 0,00 € 12,00 €
Figure 43
© Newitem || @ Cancel || evsave |
Product Product
Status of ordered Price Base price  Price Total
# Quantity Name SKU products (Cost) with tax (Gross) Tax 20% Discount Total
Q q CEG #a 33 Enter either Denied -~ 10,00€ 1200€ 12,00€ 200€ 0.00€ 12,00€
i) the Product -
10.00000 12.00000 12.00000 2.00000 0.00000 Tax 20% @
O o 10,0000 |
SKU ¥
CEG calculate
1010
SubTotal: 10,00 € 200€ 0.00€ 12,00€
Figure 44
Then click on the Refund link to refund the specified amount.
Refund process
Do you want to update the changes in Novalnet? s Refund

Figure 45

Once the refund process has been completed successfully, the transaction details will be displayed in the
Comment field of the particular order.

Shopper Order
Date Added Notified? Status Comment
Wednesday, 10 July 2019 No Pending
07:16
Wednesday, 10 July 2019 Yes Confirmed Novalnet Transaction 1D: 13981800002907543
0721 by shopper Test order
Wednesday, 10 July 2019 Yes Confirmed The refund has been executed for the TID: 13981800002907543 with the
07:43 by shopper amount of 2,49 € Your new TID for the refund amount: 13981800003602438
Update Status ]

Figure 46
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@ Once the full amount has been refunded successfully, then the transaction will be Cancelled and the

order status will be changed.

Shopper Order
Date Added Notified? Status Comment
Thursday, 23 May 2019 No Pending
04:40
Thursday, 23 May 2019 Yes Confirmed  Novalnet Transaction ID: 13957500000918103
04:45 Test order
Thursday, 23 May 2019 Yes Confirmed  The refund has been executed for the TID: 13957500000%15103 with the
04:49 amount of 2 40 €
Thursday, 23 May 2019 Yes Cancelled  The refund has been executed for the TID: 13957500000915103 with the
04:50 amount of 0,09 €

Figure 47

10.3 Amount update process

Select the particular order, then click on the Edit Oder Products link.

Product Base Product
Status of ordered Price price Price Tax Total
# Quantity Name SKU products (Cost) with tax (Gross) 20% Discount Total
1 CEG#a33 g CEG Confirmed - 1000€ 1200€ 1200€ 200€ 0,00 € 12,00 €
SubTotal: 10,00€ 200€ 0,00 € 12,00 €
Shipment Fee: 249€ 0,50€ 299€
Payment Fee: 1,00€ 0,00€ 1,00€
Total: 250€ 0,00 € 15,99 €
Balance Paid 2019-11-
15
12:22:41
Figure 48

Edit the amount in (Product Price (Cost)) field to be updated or add a new product by clicking on the Save
link.

| () New ltem || @ Cancel || ¥ Save I
Product Product
Status of ordered Price Base price  Price Total
# Quantity Name SKU products (Cost) with tax (Gross) Tax 20% Discount Total
%] 1 CEG #a 33 Entereither | confimed .| 2000€ 2400€ 24,00 € 400¢€ 0,00€ 2400€
O the Product - 1
oo 2400000 | | 2400000 |  4.00000 0.00000 Tax 20% @
SKU ]
CEG calculate
1010
SubTotal: 20,00 € 400¢€ 0,00 € 2400€
Shipment Fee: 249€ 050€ 299€
2.45000 0.49300
Payment Fee: 100€ 020€ 120€
1.00 020000
Figure 49
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Click on the Confirm link to change the order amount of the particular transaction.

Amount update

Do you want to update the changes in Movalnet?

Figure 50

Once the amount update process has been completed successfully, the transaction details will be
displayed in the Comment field of the particular order.

Shopper
Date Added Notified? Order Status Comment
Wednesday, 17 July 2013 Mo Pending
07:20
Wednesday, 17 July 2013 Yes Confirmed by Movalnet Transaction 10: 13982500001817429
07:25 shopper Test order
Wednesday, 17 July 2013 Yes Confirmed by The transaction amount 28,19 € as been updated successfully
07:26 shopper on 201%-11-1517:51:50
Update Status ]

Figure 51
10.4 Due date change process

Select the particular order, then enter the due date under the Due Date Change option and click on the
Confirm link to update the due date.

Due Date Change

|2019707731 = I @ Confirm
Figure 52
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Once the due date change process has been changed successfully, the transaction details will be displayed
in the Comment field of the particular order.

Shopper  Order

Date Added Notified? Status Comment

Thursday, 18 July 2019 Na Pending

09:42

Thursday, 18 July 2018 Yes Completed  Novalnet Transaction ID: 13932600007601366
0o47 Test order

Please transfer the amount to the below mentioned account details of our
payment processor Novalnet

Account helder: Novalnet AG

IBAN: DE22740201500000000042

BIC: RZOCDET7050

Bank: Raiffeisenlandesbank O Zndl Sddeutschland Passau

Amount 14,99 €

Please use any one of the following references as the payment reference, as only
through this way your payment is matched and assigned to the order:

Payment Reference 1: BNR-14-KX5U0123

Payment Reference 2: TID 13952600007601366

Payment Reference 3: Order number KX5UD123

Thursday, 18 July 2019 Yes Completed  The transaction has been updated with due date 18-07-2019 15:13:45
0948

Please transfer the amount to the below mentioned account details of our
t Novalnet

Account holder: Novalnet AG

IBAN: DEZ22740201500000000042

BIC: RZOQDET7050

Bank: Raiffeisenlandesbank O Zndl Sddeutschland Passau

Amount: 14,99 €

Please use any one of the following references as the payment reference, as only
through this way your payment is matched and assigned to the order:

Payment Reference 1: BNR-14-KX5U0123

Payment Reference 2: TID 13982600007601366

Payment Reference 3: Order number KX5U0123

Figure 53
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10.5 Expiry date change process
Select the particular order, then Change the expiry date under the Change expiry slip date option and

click on the Confirm link to update the slip expiry date.

Change expiry slip date

I 2019-07-26 = I & Confirm

Figure 54

Once the slip expiry date process has been changed successfully, the transaction details will be displayed
in the Comment field of the particular order.

Date Added Shopper Notified?  Order Status Comment

Thursday, 18 July 2019 09:48 MNo Pending

Thursday, 18 July 2019 0953 Yes Confirmed by shopper  MNowvalnet Transaction 10: 13982600007 707556
Test order

The fransaction has been updated with slip expiry date§2019-07-23

Store(s) near you

REWE
Max-von-Eyth-Sir. 1
Ismaning

BETIT

Germany

dm-drogerie markt
Osterfeldstrafte 41a
Ismaning

BTV

Germany

REWE
Bilrgermeister-Amaon-Sir. 2
Garching

85748

Germany

Figure 55

Thursday, 18 July 2019 0853 Yes Confirmed by shopper  The fransaction has been updated with due date 18-07-2019 15:12:45

The fransaction has been updated with slip expiry datg2019-07-26

Store(s) near you

REWE
Max-von-Eyth-5tr. 1
Ismaning

85737

Germany

dm-drogerie markt
Osterfeldstralie 41a
Ismaning

BET3T

Germany

REWE
Blrgermeisier-Aman-3ir. 2
Garching

BET48

Germany

Figure 56
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11 SHOPPING TYPE

We have integrated the shopping type (One click shopping and Zero amount Booking) for the below
mentioned payment methods.

e Credit Card
e Direct Debit SEPA
e PayPal

11.1 One click shopping

One click shopping is the process which allows the registered customers to make online payment with the
use of the payment account details or card details entered by the user in the previous order.

Select One click shopping option from Shopping type.

Shopping type None -

None

One click shopping

Zero amount booking

Figure 57

Click on the Save button to update/save the changes made.

| « | Save & Close ‘ | © | Close |

Figure 58
Credit Card / Direct Debit SEPA / PayPal

After a successful order when the customer proceeds with another order, the payment account details
will be displayed with the masked pattern in the web shop as shown below.
= Dlrect Debit SEPASC PA

Your account will be debited upon the order submission
Enter new account details

Account holder  Movalnet Test

IBAN | DIERCRRIRKK AR KA 1956

Figure 59
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Enter new account details

When the customer wants to change the account details, they can proceed by clicking on the Enter new
account details link in the web shop as shown below.

@ Direct Debit SEPAS< PA

Your account will be debited upon the order submission
[Enter new account details |

Account holder  Movalnet Test

[BAN - DEXOCO OO0 1950

Figure 60

Given account details

If the customer wants to use the same account details which was masked, they can proceed with the
masked acccount details by clicking on the Given account details link in the web shop as shown below.

@ Direct Debit SEPASC PA
Your account will be debited upon the order submission
Ei\ren account detailsl
Account holder | Noyvalnat Test
[BAMN
O
Save my account details for future purchases
| hereby grant the mandate for the SEPA direct debit
(electronic transmission) and confirm that the given bank
details are correct.
Figure 61
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11.2 Zero amount booking

In this process, the payment will be processed with amount value as zero. Once the order has been
placed successfully, the merchant has to book the order amount to complete the transaction.

Select Zero amount booking option from Shopping type.

Shopping type Mone -
MNone

One click shopping

Zero amount booking

Figure 62

Click on the Save button to update/save the changes made.

# Save | + | Save & Close ‘ | @ | Close |

Figure 63

After placing the order with zero amount booking, select the particular order, click on the Book link to
book the specified amount under the Zero amount booking.

Zero amount booking

Booked Amount % Book

Figure 64

If necessary, change the order amount by clicking on the Edit link and edit the amount in (Product Price
(Cost)) field. Click on the Save button to save the changes made in the order total.

| & Newitem || @ cancel || v save |
Product Product
Status of ordered Price Base price  Price Total
# Quantity Name SKU products (Cost) with tax (Gross) Tax 20% Discount Total
o 1 CEC#a33 Enter either | Confirmed by shopper| » | 10.00€ 12,00 € 12,00 € 200€ 0,00€ 12,00 €
Oy the Product - 0
o e 12.00000 12.00000 | 2.00000 0.00000 Tax 20% @
SKU £l
CEG calculate
1010
SubTotal: 10,00€ 200€ 0,00€ 12,00 €
Figure 65
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Once the booking process is completed successfully, refer the booked details in the Comment tab for the

respective order as shown below.

Shopper  Order

Date Added Motified? Status Comment

Monday, 23 April 2018 MNo Pending

077

Monday, 23 April 2018 Yes Confirmed Movalnet Transaction ID:

077 1.3739900001405891
Test order

Monday, 23 April 2018 Yes Confirmed Movalnet Transaction ID:

077 137399000014067 54
Test order
Your order has been booked with
the amount of 14,99 €. Your new
TID for the booked amount:
1.37399000014067 54

Figure 66

@™ Zero amount booking will not be processed, if subscription is activated.
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12 SUBSCRIPTIONS

You have maximum flexibility in your settings and can offer both a perpetual and a limited subscription
with different variants (dynamic subscription, pre-defined subscription, etc.). As a debiting cycle, every
period from one day is conceivable (Example three days, one week, one month, at the beginning of the
month, quarterly, half yearly, yearly, etc.). Novalnet AG takes over the release of the subscription and the
continuous monitoring of incoming payments through a pre-defined and fully automated process.
Through the comprehensive interface (as said completely automated) and also via the admin portal (in
this case manually) of Novalnet AG you can of course also trigger the control automatically or manually on
your own. As an optional service, Novalnet AG offers end customers a user-friendly customer portal
(https://card.novalnet.de) for terminations of perpetual subscriptions. You can of course also have your

own end customer management with the interface of Novalnet AG. Fully automated subscription
management reduces your time: Subscriptions are automatically triggered, incoming payments are
monitored by Novalnet and the settlement of subscriptions with different maturities is possible.

The Novalnet offers you 2 variants of subscriptions:

Pre-defined subscription

With a pre-defined subscription, the desired subscription cycles with duration, amount and number of

repetitions are predetermined in the Novalnet Merchant Administration portal under the PROJECTS =
Select project = Shop Parameters = Create new tariff.

T—— Welcome Mr. Shop system user Telephone +48 89 623065321 English | Deutsch
NOVALNET & @—p-
Empowmeting Payment _lmur accountis in TEST MODE EMsl  suppori@novainet de

DASHBOARD ~ MERCHANT SEARCH STATISTIC prosecTs  [RTEILEEY INVOICES  COLLECTIONS SUBSCRIPTION NETWORK/AFFILIATE Faq

N O S NS N
» Handler-shap (1) 1 1 Handler-Shop nttp:fiwrww haendlerseite. de ® v a
» OSCOMMEREE DEMO 57071 () 2 s OSCOMMERCE DEMO SHOPT ntp:/ishop. gsofipro de/index. php ® v a
» wethModifid SHOP (13) B 1 etModifid SHOP i ixtzmocified novainet de v v a
» VIRTUEMART DEMO SHOP (14) 4 i VIRTUEMART DEMO SHOP https:ivirtuemart novainet de ® v a
» Nolity Direct Warieting (33) B o Nty Direct Marketing nt:Tinotiy Sirectmarketing com % v a
» Novalnet-Test-Account 9

Figure 67

Create Tariff

Taniff * Predefined
Tarif type * Fredefined Subscription
Tan cumency *

Amount  Duration s Day(s) v | [Repetiion
e Repeion
* Required Fislds

Figure 68
During the actual payment call, only these settings are then referenced and the Novalnet system creates
the subscription according to the settings. The amount also has to be transferred to the payment call,
since it is already deposited in the subscription settings.
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Dynamic subscription

For dynamic subscriptions, only the currency and the assignment to a product are stored in the Novalnet
Merchant Administration portal. Amounts and subscription cycles are transferred dynamically during the

payment call, Novalnet then automatically creates the subscription according to the submitted
specifications.

Create Tariff

Tariff © Dynamic

Tariff type * Dynamic Subscription

Tariff currency * EUR

* Required Fisids

Figure 69

@ For subscriptions, please deposit the respective tariff ID from the Novalnet Merchant Administration

portal in the shop backend.
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13 AFFILIATE SYSTEM MANAGEMENT

With the payment solutions offered by Novalnet, customers can order items from different retailers and
go through a single payment process even for mixed shopping baskets. In this process, the central
incoming payments are processed automatically and zag-compliant and forwarded to the respective
dealers. Through the integrated affiliate management (Marketplace) solution of Novalnet AG, the trader
as a platform operator can simultaneously handle up to four involved payees per transaction in an
amount. The payment call is then fully automated at Novalnet AG and split in real time to these four
payment recipients involved. In addition to this real-time splitting of the transaction, Novalnet AG also
offers the account management for the Partners (affiliate), including a transparent invoice creation,
fiduciary money management, payment, an extensive customer management, etc. To every payment
recipient of the trader of Novalnet AG who is involved can view all transactions in detail via the Novalnet
Merchant Administration portal of Novalnet AG.

Through our Novalnet Merchant Administration portal, you have the possibility to register one of your
potential affiliates simply as a partner via a link under PROJECTS = Select project 2> Affiliate Info
Example: https://www.virtuemart.novalnet.de/index.php?nn_aff id=Vendor-ID

Welzome. Mr. Shop system user Telephone +4% 58 823065321

" > - English | Deutsch
AG
Your accountis in TEST MODE

Empowering Payment E-Mail  support@novalnet.de

DASHBOARD ~ MERCHANT SEARCH STATISTIC PROJECTS CASHDESK INVOICES ~ COLLECTIONS SUBSCRIPTION NETWORKIAFFILIATE FAQ

» Handler-Shop (1)

1 Handler-Shop it/ haendierseite. de ®
» OSCOMMERGE DEMO SHOP1 (5) 2 5 'OSCOMMERCE DEMO SHOP1 http:/ishop. gsoftpro.defindex.php ® v a
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14 UNINSTALLATION PROCEDURE

To uninstall the Novalnet payment plugin, go to Extensions 2 Manage 2 Manage.

Sions -

Manage I Install
Update
Vioaules
Plugins Discover
Templates Database
Language(s) Warnings
Install Languages
Update Sites

Figure 73

Search the Novalnet, select the respective checkbox and click on the Uninstall button.

+ | Enable | | @ | Disable | | (| RefreshCache | | X | Uninstal 1—9 ®  Hep | O Options
Novalnet Q Search Tools » Clear Name ascending d 20~
Package
[ Status Name= Location Type Version Date Author Folder D D
@ v Novalnet Admin Portal Configuration Site Plugin 130 October 14 Novalnet AG vmpayment 10065 10053
2019
o —_— v Novalnet Global Configuration Site Plugin 11.3.0 October 14 Novalnet AG system 10065 10052
2019
@ v Novalnet Payment Package Site Package 11.3.0 October 14 Novalnet AG NIA 10065
2019
o 3 VM Payment - Novalnet Barzahlen Site Plugin 130 Cctober 14 Novalnet AG wmpayment 10065 10064
2019
@ v VM Payment - Novalnet Credit Card Site Plugin 130 October 14 Novalnet AG vmpayment 10065 10054
2019
o v VM Payment - Novalnet Direct Debit SEPA  Site Plugin 11.3.0 October 14 Novalnet AG vmpayment 10065 10055
2019
a v VM Payment - Novalnet eps. Site Plugin 11.3.0 October 14 Novalnet AG vmpayment 10065 10062
2019
0 [¥] VM Payment - Novalnet Giropay Site Plugin ~ 11.30 Qctober 14 Novalnet AG vmpayment 10065 10061
2019
@ v VM Payment - Novalnet iDEAL Site Plugin 130 October 14 Novalnet AG vmpayment 10065 10059
2019
[m] v VM Payment - Novalnet Instant bank Site Plugin 1.3.0 October 14 Novalnet AG vmpayment 10065 10058
transfer 2019
@ « VM Payment - Novalnet Invoice Site Plugin 1.3.0 Qctober 14 Novalnet AG vmpayment 10065 10056
2019
o [~ VM Payment - Novalnat PayPal Site Plugin ~ 11.30 Qctober 14 Novalnet AG vmpayment 10065 10060
2019
O [¥] VMPayment- Novalnet Prepayment Site Plugin 1130 October 14 Novalnet AG vmpayment 10065 10057
2019
[m] v VM Payment - Novalnet Przelewy24 Site Plugin 1.3.0 October 14 Novalnet AG vmpayment 10065 10063
2019
Figure 74
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15 TELEPHONE / EMAIL SUPPORT / CONTACT

On any kind of enquiries please contact one of the following departments as per your requirement.

Technical support:
technic@novalnet.de
+49 89 9230683-19

General merchant support:
support@novalnet.de
+49 89 9230683-21

Sales team contact:
sales@novalnet.de
+49 89 9230683-20
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