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1 QUICK SETUP

This guide describes the quick installation procedure of Novalnet payment plugin (this guide comes along
with the plugin), to integrate it with your shop system and to start accepting payments worldwide. For
this integration, a Novalnet merchant account is needed to accept Novalnet payments, so please make
sure that you have received your merchant account details from our sales team. If not, drop a mail to
sales@novalnet.de

This Novalnet payment plugin package version (13.2.0) supports the following versions of Shopware 5:

(= shopware

5.2.0-5.7.18

To get started:
1. Login to the Novalnet Admin Portal with your merchant account details (user credentials)

2. Loginto your Shopware 5 admin panel.

3. Make sure that you have extracted the payment plugin package from the zip file you have
received. If you have received only the installation guide without the payment plugin package (zip
file), please send us a mail to technic@novalnet.de with your merchant ID.

1.1 Plugin Installation

1.1.1 Plugin Installation via Package
To install the Novalnet Payment Plugin, please go to your shop admin and follow the steps below.

Step 1: Navigate to Configuration = Plugin Manager in your shop admin panel as shown below,

I £} Configuration

@ Cachelperformance »
Basic settings

System info

User administration

Logfile

T B I - %

Free text field management

[+

Shipping costs

Payment methods
E-miail management »
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be Snippets
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]
‘ Plugin Manager (crrL < st +
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Figure 1
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Step 2: Navigate to Installed, and click Upload plugin.

Plugin Manager (3] x]
[ @ Upload plugin e 9 Q
Plugin name Version | Installed on | Updated on | License Active | Developed by
n Account B Installed (5 Plugins)
Shopware 5 Demo Data DE 5.5.0 1211212009 121122019 v shopware ... /' @ &
EmETET Shopware 5 Demo DataEN 550 121212019 121212019 - shopware / Q &
- 100 0G/0S/2014  DB/DS/2014 v shopware
i % Shopware Auto Update /798
2 Statisiics o) 181102010  18/10/2010 v shopware ... S @ &
nagement IpEiter 1 181102010 1B/1012010 v shopwae.. J @
Home El Uninstalled (12 Plugins)
Installed P m— o B con 1 shopware .. S @)
Updates i Erveitertes Mend B T () (4
. =) Notcaton 1 shoprare .. /@
@ TagCloud B shopware ../ Q)
Recommendation I 100 shoprare .. /@
Newcomer
2 CronProductExport LUE shopware ../ @
i © Cronnefesh 100 shopware.. /@ -
Themes —
14 4 [Page 1 o] b b |@ Displaying1- 170117 jtems per page: 20000 =

Figure 2
Step 3: In the window overlay that appears, click Select and choose the file NovalPayment.zip included in
the Novalnet Shopware plugin package. Click Upload plugin to upload as shown below,

Plugin Manager 2280
l = © Upload plugin  # Synchronize licenses Q
Plugin name Version | Installed on | Updated on | License Active | Developed by
n Account E Installed (5 Plugins) ~
Shopware 5 Demo Data DE 5.5.0 12127019 12/12/2019 v shopware.. S @ &
View account - shopware ... 4 @ &
My purchases Tip v sowee. /O R
: Here you can upload and install your plugins manually. Please o dmmee (7 ()
Management keep in mind that plugins have to be in a ZIP archive and the v shopwae.. / @
file size can't exceed the configured upload size limit. o
Home ‘
e 7 0
Upload plugin: [ vova
Updates o shopware / °
. Frr—— )
shopware ... 4 @
o— . £ ©
e 2 CronProductExpart Lo shopware ../ @
Highlights I 100 shopware ... 4 @ -
Figure 3
Step 4: After uploading, click Install "~ icon as shown below,
Plugin Manager [_[5] ]
‘— @ upload pugin - & Synchronize licenses Q
Plugin name Version | Installed on Updated on License Active | Developed by
o Account Il Installed (4 Plugins)
2 Sriogwra A Lpdat= 100 06/05/2014 06/05/2014 M shopware AG Fa-X>1
View account O Stasistcs 1 18102010 1811012010 M shopware AG ra-X->4
My purchases InputFilter 1 18/10/2010 181102010 M shopware AG V-]
B Inactive (1 Plugins)
Home Bl Uninstalled (12 Plugins)
1 shopware AG
@ con opware /0
Updates Wi cronginthday 1 shopware AG /70
— i soress /@
' cronstock N shopware AG /70
Recommendation "= Erweitertes Menii 1 shopware AG /70
Newcomer =) Notification 1 shopware AG /70
Highlights @ TagCloud = shopware AG V]
Themes & CronProductExport Loo shopware AG V]
sale D CronRefresh 100 shopware AG /70
Plans N Novalnet Payment 1520 Hevanet -1
Extensions
Figure 4
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Step 5: Then, click Activate to activate the plugin.
Plugin Manager

Novainet Payment

_15]x]

Novalnet Payment
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Figure 5

1.1.2 Upgrading the Novalnet Payment Plugin
You can get the updated plugin either from the Shopware store, or by contacting our technical team or
via Novalnet homepage.

@ Earlier version of the Novalnet Payment plugin should be Installed in the shop to make the Store
update.

1.1.3 Updates (Local Update)

Update the Novalnet Payment plugin in your shop backend to the current version without changing

the previous plugin configurations.

o A Shopware account is not required to update the Novalnet Payment plugin in your shop system.
Step 1: Navigate to Configuration = Plugin Manager and click Upload plugin as shown in Figure 1 & 2.

Step 2: To update the latest Novalnet Payment plugin in your shop, click Local update@ icon as shown

below,
Plugin Manager 220
s @ Upload plugin /P Synchronize licenses Q
Plugin name Version | Installed on Updated on License Active | Developed by
n Account Bl Installed (4 Plugins)
N Hovainet Payment 1310 12122023 1211272023 - Novanet
View account . Shopware Auto Update 100 06/05/2014 06/05/2014 v shopware AG
My purchases O sunsics 1 1811022010 181102010 v shopware AG
Management InputFiter 1 181102010 1811072010 v shopware AG
ome Bl Inactive (1 Plugins)
Bl Uninstalled (11 Plugins)
1 shopware AG
Updates @) ()& /0
Wil cronBirthday 1 shopware AG /70
Discover —— 1 shopware AG /7 ©
Recommendation + CronStock 1 shopware AG V-]
Newcomer = Erweitertes Meni 4 shopwars AG -
Highlights =) Notification B shopware AG Fa )
Themes @ TagCloua 1 shopware AG /7 0
Sale [ CronProductExpart 100 shopware AG /0
Plans D CronRefresh 100 shopware AG /0
Figure 6
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Step 3: After plugin update, the latest Novalnet Payment plugin will be updated in your shop backend and

/
click =icon to navigate to the Novalnet Payment page.

Plugin Manager B=8
‘ © Upioad plugin 2 Synchronize licenses Q
Plugin name Version | Installed on Updated an License Active | Developed by
o Account E Installed (5 Plugins)
N 1320 06/03/2024 0610312024 v Novalnet
N’ Novalnet Payment
View account . Shopware Auto Update 100 06/05/2014 06/05/2014 v shopware AG ra-X->i
My purchases 0 Statisics 1 181102010 181102010 v shopware AG e -2
Management InputFiter 1 181102010 181102010 v shopware AG V-]
Bl Inactive (1 Plugins)
Home { oins)
J— £l Uninstalled (11 Plugins)

shopware AG 7 ©
shopware AG / o
CronRating shopware AG 70

& con S
1
1
Recommendation 7 CronStock 1 shopware AG V]
1
1
1

Updates
il cronsinthday
Discover

Newcomer = Erweitertes Menil shopware AG )
Highlights =/ Notification shopware AG 70
Themes @ TagCloud shopware AG /70
Sale 2 CronProductExport 100 shapware AG 7 0
Plans D CronRefresh 100 shopware AG 70

Figure 7
Step 4: Now, select Configuration tab. You can view the configuration details here. Click here to Configure
Novalnet API and choose the tariff ID from the Select Tariff ID drop down menu and Save the settings as
shown below,

‘ Plugin Manager Novalnet Payment 5] x]
o Account
My purchases
Management Novalnet API Configuration
(=i Product activation key: [ n7IbcTobStdoU3HIVoym7MQ44qonbobljbinmdliopjgJEH3gNbeW i HahIf7canTpe Q
Payment access key: | a871679221307109181a6707542122 Q
o — Click here 10 Configure Novalnet AP|
Discover Select Tariff ID: [ TEST TARIFF (11185-2) . A o
Recommendation Notification / Webhook URL Setup
Newcomer Ntification | Welhook URL: [ ntp:nshopwares novainet de/NovalP 9
Highlights Click here to auto configure Notification | Webhook URL in Novalnet Admin Portal
Themes Allow manual testing of the Notification f [ Yes - @
Webhook URL:
e Send e-mail to: [ o
Flans Payment completion status: [ completely paia - Q
Extensions
Extended Black Frida e—b Save
News
Developers
Figure 8

Step 5: Once above mentioned steps are done, logout and login the shop backend.

*F 15 update the latest Novalnet Payment plugin version from 12.3.4 - 13.X.X disable the existing
Novalnet payment methods available under Payment methods, then upload the latest Novalnet

payment plugin (13.X.X) and Local update @ it to update it.
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1.2 Global Configuration in the Shopware shop system
In your shop admin panel navigate to Configuration = Basic settings as shown below,

I £} Configuration

4B Cachelperformance 3

Ii Basic setiings

System info

User administration

Logfile

Free text field management
Shipping costs

Payment methods

Risk management

Theme Manager

Plugin Manager (crrL = aLt +

Premium Plugins

A &e=HFJEID >

=] Content Types

Figure 9
Next, navigate to Payment methods = Novalnet Payment as shown below,

Basic settings - Novalnet Payment [_[o]x]
LY Description
Shop setings Novalnet Payment Plugin V13.2.0
] lovainet Payment Plugin for Shopware 5 is an end-to-end Solution for full-Service procassing of intemational and local payments around the world. By connecting to the Novainet piatiorm, it ensures that your transactions are protecta
5 System Novainet P it Plugin for Shi 5 d-to-end solution for full f intemational and local L d the world. By ing 1o the Novalnet platform, it that your tr t tected by
Jems the highest level of security. To this end, Novainet AG is audited and certified annually in a comprehensive secuity audit both by BaFin and according to the Payment Card Industry Data Security Standard (PCI DSS) at the highest level 1
£ Frontend Important notice:Payment plugin configurations ara now available in the Novalnet Admin Portal. Navigate to the Projects > Payment plugin configuration of your projects to configure them

B Payment metods Novalnet allows you to verify the payment method behaviour before going into production mode by using test payment data, Access the Novainet test payment data available Here

" Novainet Payment
1[0 Addtional setiings I For setup and handling of the Novalnet-Payment plugin you can find the installation guide Here

Novalnet API Configuration

Productactation ey \ °
Payment acces \ °
ik her to Configure Nowainet AP
Selct Tar 102 [ @
NoScaton Wethook UL Seup
etcaton Webhook UFL o °
ik e 10 autoconture Nocation  Wicbhook URL n ovalet Adrin Portal
Al manus tesingot e Nottcaton | o -0

Wemook AL
ST \ °
Payment completion satus: [ - @

Figure 10

Next, you will be forwarded to the Novalnet APl Configuration page to enter the following keys:
@® Product activation key - a unique token for merchant authentication and payment processing.

@® Payment access key - a secret key assigned to each merchant which encrypts the data to avoid user
manipulation and fraud.
@ Select Tariff ID - a unique identifier created based on the tariff type at Novalnet.

To get your Product activation key and Payment access key, go to the Novalnet Admin Portal, navigate

to Projects menu and choose your project as shown below,
Q Search MID4 TEST MODE L_I- - a

Own Projects ~ b Crasts new project

8 Projects (URL's/Sales channeks) processed at Novalnet. Here you can add new projects by clicking on “Create new project” button at the top right

T B Project uRL on-Hold Actwated

1 SHOPWARE DEMO SHOP o ° "

Figure 11
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Click API credentials, copy the API Signature (Product activation key) and Payment access key as shown
below,

2" Q sear MD4 ATesTmooe @ @ 2

Project Overview  PaymentMethods  Fraud Modules  Paymentform  APicredentisls  Email notifications  Payment plugin configuration

» Craste new Tactt

o
N

Figure 12
Paste the Product activation key & Payment access key and click Click here to Configure Novalnet API.
Next, choose the Tariff ID from the drop down menu that you have created in the Novalnet Admin Portal
for this Shopware shop system. Then click Save to update/save the changes.

Novalnet APl Configuration

Product activation key: ‘ n7ibc7ob5tdoU3HIVoym7MQ44qonbobljbinmdliop|gJEH3gNbeWJfiHah||f7cpn7pc «— a e
Payment access key: ‘ ABTHE79a2f3e71d0181a67hT542]1 22 “mm— 9 G
Click here te Config APl 0
Select Tariff ID: \ TEST TARIFF(11185-2) fmmm— 0 -
Notification / Webhook URL Setup
Notification / Webhook URL: ‘ hitp://shopware5.novalnet.de/NovalPayment/status
Click here to auto ig i ion / URL in Admin Portal
Allow manual testing of the Notification | \ No -
Webhook URL:

Send e-mail to: ‘

4
;s a

Payment completion status: ‘ Completely paid

3

o — mzm

Figure 13
1.2.1 Notification/Webhook configuration in the Novalnet Admin Portal
In the Novalnet API Configuration page on your shop system you will find your Notification / Webhook
URL under Notification / Webhook URL Setup as shown below,

Notification / Webhook URL Setup

Notification | Webhook URL: | http:shopware5.novalnet.de/NovalPayment/status (7]

Figure 14
Click Click here to auto configure Notification/ Webhook URL in Novalnet Admin Portal to setup your
Notification / Webhook URL in to the Novalnet Admin Portal as shown below,

Notification / Webhook URL Setup

Notification | Webhook URL: | http://shopware5.novalnet. de/NovalPayment/status o
| click here to auto config ification | URL in Novalnet Admin Portal |
Allow manual testing of the Notification / | Yes - @
Webhook URL:
Send e-mail to: | test@test.de o
Figure 15

After successful configuration, your shop Webhook URL will be linked with your Novalnet Merchant
account which can be seen under Vendor script URL/ Notification & Webhook URL field of your project
as shown below,
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@ Notification / Webhook URL is available as a default setting which is common for all stores and it will

be in the format <Shop_url>/NovalPayment/status

" Q searh M4 ATesTMoDe ™ B 2
Own Projects > SHOPWARE DEMO SHOP (14) = Thind party Projects = e

Project Overiew  Papment Methods  Fraud Madules  Paymentform APl credentials  Emall notifications. Payment plugin canfiguration

@ Vendor script URL / Notfication & Webhaook URL

Figure 16
In your shop system, you can additionally test the Notification/Webhook URL manually and send
notification emails to specific email addresses as shown below,

Notification / Webhook URL Setup

Notification / Webhook URL: | hitp:/ishopware5.novalnet.de/NovalPayment/status o

Click here to auto configure Notification / Webhook URL in Novalnet Admin Portal

Allow manual testing of the Notification | | ves ~ @
Webhook URL:

Send e-mail to: I test@test.de I Q
Payment completion status: | Completely paid - o

Save

Figure 17
@® Notification / Webhook URL - Required to keep the merchant’s database/system up to date and
synchronized with Novalnet always (for example: up-to-date transaction status delivery).
® Allow manual testing of the Notification / Webhook URL - Enable this to test the Novalnet
Notification / Webhook URL manually. Disable this before setting your shop system LIVE, to block
unauthorized calls from external parties.
® Send e-mail to - Every execution will be sent as a message to the e-mail address defined in this field.

1.2.2 Client key configuration in the Novalnet Admin Portal

The client key is a unique key which is linked with your Novalnet merchant account to authenticate your
client based requests. You need the client key to render the secure payment form and tokenize
(temporarily) the sensitive information.

@ Novalnet allows client-side request(s) only from the whitelisted domains under a particular project
in the Novalnet Admin Portal. The domain must be a valid (secured https://) website. Please follow the

below steps to whitelist the domains under a single client key in the Novalnet Admin Portal.
Step 1: Go to the Novalnet Admin Portal.
Step 2: Navigate to the Projects menu and click the view icon to view your project details.

" Q sesrch MD4 ATESTMoDE W @ &

Qwn Projects v Third party Projects = » Craate naw project

Figure 18
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Step 3: On the project details page click API credentials and click " beside Allowed Domain(s) as shown
below
Q MD4 ATESTMODE ™ ® &
o 7
] ’

Figure 19

Step 4: Paste your website URL in the Domain name field and click as shown below,

hitps://shopwareS novalnet

6 You can add upto 6 domains per project, contact us to configure additional domaia(s)

Figure 20
Step 5: After adding the Domain name, the web URLs are listed under Allowed Domain(s) as shown below,

Q Mi0s ATESTMODE ™ B &
Own Projects > SHOFWARE DEMO SHOP (14) Third party Projects » Create new project

ars 222

B Prolect 10

@ Tariff 1D 30 Tariff description EMO Sho, (- s

Figure 21
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1.3 Payment Activation in the Novalnet Admin Portal

All the Novalnet supported payment methods can be viewed here: www.novalnet.com/payment if you

have questions about the payment methods or have additional payment method requests, please contact
sales@novalnet.de

To activate the preferred payment methods for your website, go to the Novalnet Admin Portal, and
navigate to the Projects = Payment Methods = Edit Payment Methods in the top right corner as shown

below,
Q sen miDe ATesTmooe ™ B 8
O Prjects » SHOPRARE DEWO SHOP{14) = “.,,m . e
credi Cand ° I
G Poy Goagle Fay e
[ [ — ° (2]
Invoice wiih payment guarantee [
Propayment { Inwsice (]
spA Direct debit SEPA with payment guarantee (-]
Proyrol PayPal D contgure
[—4 Banconta ct o
Bps eps [online bank transfer Austris) o
- [ —— °
sosay o
-] IDEAL [anline bank transfer Netherlands| -]
=) Mutis ()
e Praeicwy28 (oniine bank transher Poland) (-]
e Postfinance car ” o
-_ Poatfinance O contere
sPA (-]
(-]
@ T °
By Aiipay o
S PA Pay in instalments by SEPA Direct Debit ©  confgure
sPA SEPA credit L]
spa Direct Debét STPA e
@ WeChat Pay (-]
& Pay Apgie Pay O oo
Figure 22
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Now enable the preferred payment methods and click Update to activate them.

Q sexren mos ATeTMODE W m %
Own Projects> SHOPWARE DEMO SHOP(14) = Thid party Prsjects = [ —
ProjectOveniew  Paymenthethods  FraudModues  Paymentform  APlcredentsls  Email notifcations  Payment plgin configurstion
[] CredtCard o
Google ray L]
(=
...... Sariahlen/viscash (Deutschiand] L]
L]
L]
&Pay Aopie pay ]
S<PA Direc debit SEPA with paymert susrantee L]
Proyrar Payest e
=4 pan L]
Bps o
= a
oz -] wropay ]
1DEAL enlne bank transter Netherlands) P
=] [r— )
rivey Prices2a (online bank transer Foland] L]
B Fostfinance card ]
— ]
S<PA e by SEPA directdebi L]
nstaiment by )
@ sty e
= Oriine bank transter )
Doen Avipay L]
SCPA by SEPA DirectDebit )
scPA ™
o WaChatPay ™)
E ] Cash on pickun o
G war s way )

Figure 23

To use the Apple Pay payment method, go to Apple Pay = Configure = Add new domain in the Novalnet
Admin Portal as shown below,

Project Overview

wn Projects  SHOPWARE DEMG S0P (18] =

PomemtMsthods  FroudModules  Paymentlorm  AP)eredentils

Q sen Mo: ATesTMoDE M B 2

Third party Projects = ——

Emsi natiheations

0 e —B@

Chent Key OBt 109311 dbA13BaZene 13

Figure 24

Then, provide the shop domain for which you enable Apple Pay, and click Download verification file. You
will need to host that verification file in your domain's root directory.
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For example: the path should be, https://shopware5.novalnet.de/.well-known/apple-developer-
erchantid-domain-association.

1 Provide the domain where the file will be hosted

2 [ cowniond vertcaton ... | g e

3 Host the verification file
You'll need fication file you downloaded above at your domain in the
following los
hittps:/fshopwareS.navalnet.de//.well-known/apple-develaper-merchantid-damaln-
association

Flease note that If the .wall-knawn directory is not avallable, you have to create

=1 ©— Em

Figure 25
@ Please note that if the .well-known directory is not available, you will have to create it.

To use the PayPal payment method, configure the PayPal API details in Novalnet Admin Portal as shown

below,

Figure 26
To use the PostFinance payment method, configure Ep2-Merchant ID details in the Novalnet Admin Portal

as shown below,

Figure 27
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1.4 Payment Activation in the Shopware shop system
After activating the payment methods in the Novalnet Admin Portal, you must enable these payment

methods in your shop admin panel to display them on your Shopware 5 checkout page. Navigate to
Configuration = Payment methods as shown below,
0-

M Cachelperformance »
Basic settings

System info

User administration

Logfile

Free text field management
Shipping costs

Payment methods)|

E-mail management »

MGl PR~

Risk management

o
7

Snippets
Theme Manager

Plugin Manager -

A« ¢

Premium Plugins

=] Content Types.

[l

Figure 28
Select a particular payment method on the left sidebar and click Active checkbox to activate the payment
method. Click Save button to update/save the changes made.

Payment methods ==8
Avsilable payment methods General [ Country W Surcharge W Subshop [l Free text fields
~ Prepayment Payment Novalnet Payment (System-ID: 60)
~ Hovalnet Payment
P ' Description: [ MNovalnet Payment @
+ Invoice Name: [nmlnetpay
x Debit o
% SEPA Template: [
Class: [
Database table: [
Additional description: [ (%]
Surcharge / discount %: [ L]
Fixed surcharge: [ 0
Use "' or "* for decimal numbers
Position: [ 1
Active: T(—e
Active for ESD items:
Disable for smartphones:
URL for iFrame:
O A @ Dekete e —_— Save
Figure 29
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1.5 Payment Configuration in the Novalnet Admin Portal
For additional payment configuration settings for each payment method, navigate to Novalnet Admin

Portal > Projects = Payment plugin configuration on the right. Then, choose the required payment
methods, configure the additional payment settings and save the changes made.

Own Projects > SHOPWARE DEMQ SHOP (14) »  Third party Projects » » Craats maw project

ProjectOverview  PaymeotMethods  FraudModules  Paymentform  APIcredeatisls  Email potifications  Payment plugin configuration

Figure 30
1.5.1 Display payment method logo
By enabling this option, all payments logo will be displayed on the checkout page.

Display payment method logo

Figure 31
1.5.2 Display invoice payments
@ This option is available only for Invoice and Prepayment methods:

By selecting this payments, the payment method will be displayed on the checkout page.

Display invoice payments ‘ | Invaoice | | Prepayment | ‘ |

Figure 32
Refer chapter 3 ADDITIONAL CONFIGURATION for more payment configurations.
@ If you have any recommendations or suggestions for improvement, kindly share your thoughts with

us to develop our payment plugin further technic@novalnet.de or call us at +49 89 9230683-19.

@® Are you happy with our service and support? Please spend a few minutes to share your success here
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2 TESTING AND GOING LIVE

Execute test transactions by navigating to Novalnet Admin Portal = Projects = Payment plugin

configuration select the preferred payment methods and enable the Test mode. In the test mode the
transaction amount will not be charged by Novalnet.

Test mode

Figure 33
@® Refer below URL for the Novalnet test payment data for testing
https://developer.novalnet.de/testing/

Execute orders in LIVE MODE
To proceed with LIVE orders, Don’t forget to disable the Test Mode for the preferred payment methods in
the Novalnet Admin Portal.

@ If you have any recommendations or suggestions for improvement, kindly share your thoughts with
us to develop our payment plugin further technic@novalnet.de or call us at +49 89 9230683-19.

® Are you happy with our service and support? Please spend a few minutes to share your success here.

3 ADDITIONAL CONFIGURATION IN NOVALNET ADMIN PORTAL

3.1 Additional configuration for all the payment methods
For additional payment configuration settings for each payment methods, navigate to Novalnet Admin

Portal = Projects = Payment plugin configuration in the top right corner. Then, choose the payment
methods and configure the required additional payment settings as shown below.

Payment due date (in days)
Payment due date (in days) refers to the duration (number of days) given for buyer to complete the
payment. The payment process and duration may differ for each payment method.

@ This option is available only for the following payment methods:
Direct Debit SEPA, Payment by Invoice, Prepayment and Barzahlen/viacash.

Due date in Days

Figure 34
For Direct Debit SEPA, enter the number of days after which the payment is debited (must be between
2 and 14 days).
For Payment by Invoice, enter the number of days given to the buyer to transfer the amount to
Novalnet (must be greater than 7 days). If this field is left blank, 14 days will be set by default.
For Prepayment, enter the number of days given to the buyer to transfer the amount to Novalnet (must
be greater than 7 days). If this field is left blank, 14 days will be set by default.
For Barzhalen/viacash, enter the number of days given to the buyer to pay at a store near by. If this

© © © ©

field is left blank, 14 days will be set by default for slip expiry.
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Payment Action (Debit immediately / Reserve funds for later/ Authorize with zero amount)

You can choose between two options - Capture and Authorize which are explained below.
@ This options is available only for the following payment methods:

Credit Card, Direct Debit SEPA, Direct Debit ACH, Direct debit SEPA with payment guarantee, Instalment
by SEPA direct debit, Payment by Invoice, Invoice with payment guarantee, Instalment by invoice,
PayPal, Googlepay and Applepay.

@® Capture - This is the default setting where transactions are directly confirmed, and funds are
automatically transferred from buyer’s account to the merchant account. This can be changed as per
your business requirement.

Payment action | Capture A |

Figure 35
@® Authorize - Payment details are verified while the funds are reserved, which will be captured later.
Please note for card payments, if you fail to execute a capture within 14 days the reservation on the
card will automatically expire!

Payment action | Authorize v ||

Figure 36
@ Authorize with zero amount
@ This option is available only for the following payment methods:

Credit Card, Direct Debit SEPA, Direct Debit ACH, Apple Pay and Google Pay

If the purchase order succeeds, a transaction with the amount 0 is executed. This gives you the advantage
of deducting the amount in advance from the buyer (Example: if certain goods have yet to be manufactured
or not in stock).

For the desired payment type, select Authorize with zero amount and click Save.

Payment action | Authorize with zero amount * |

Figure 37
To set an amount for each transaction with the amount 0, navigate to Customers 2 Orders and select the
order you want. Click the Novalnet tab, enter the desired amount for the €0 transaction (enter 5025 =
€50.25 in the smallest currency unit) and click Book button.

Order details: 20150 (_[5]x]

[ oveven | Dotts ] Communcaion | Posions ] Documeris || Sas oy || e |

Book transaction

Transaction booking amount (in [ 500
minimum unit of currency. E.g. enter 100
which is equal to 1.00):

Book

Figure 38

The amount will be debited and a new TID will be generated.

Communication with the customer

These comment boxes are for external cemmunication. Text enfered in these fields will be visible to the cusfomer.

Customer Direct Debit SEPA
comment: Novalnet transaction ID :14800300062415650
Test order

This order processed as a zera amount booking
Your order has been booked with the amount of €5.00 EUR. Your new TID for the booked amount:14300300062415650 -

Figure 39
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Payment completion status
Set the status that will be used for completed orders.

Payment complation status: | Completely paid - 0|
Figure 40
Status Description
Reserved Once the order has been placed successfully with payment authorize the Reserved

status applies to orders which are awaiting further confirmation from merchant.

Open For Payment by Invoice, Direct debit SEPA with payment guarantee, Invoice with
payment guarantee, Instalment by invoice, Instalment by SEPA direct debit,
Barzahlen/viacash, Multibanco and PayPal payments, the payment status changes
from Pending to Open when transaction is confirmed.

Completely paid Once the order has been placed successfully, the payment status for the respective
payment will be set as Completely paid when transaction is confirmed.

The process has Once the payment status for the respective payment gets cancelled, the status will
been cancelled be set as The process has been cancelled.

Payment guarantee configuration

When the basic requirements are met, Novalnet offers you the option to process payments as guarantee
payments. For more information about Novalnet’s payment guarantee,

Please visit: https://developer.novalnet.de/onlinepayments/aboutguarantee

@ This option is available only for Direct Debit SEPA with payment guarantee, Instalment by Direct Debit

SEPA, Invoice with payment guarantee and Instalment by Invoice.
Basic requirements:

e Allowed B2C countries: Germany, Austria, Switzerland

e Allowed B2B countries: European Union

e Allowed currency: €

e Minimum order amount: 9,99 € or more

e Age limit: 18 years or more

e The billing address must be the same as the shipping address
Force Non-Guarantee payment
@ This option is available only for Direct Debit SEPA with payment guarantee and Invoice with payment
guarantee.

Enable this option to process payments as non-guarantee payment when the guarantee conditions are
not met.

Force nom-guarantee payment c |
Figure 41
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Allow B2B Customers
@ This option is available only for Direct Debit SEPA with payment guarantee, Invoice with payment

guarantee, Instalment by Direct Debit SEPA and Instalment by Invoice.
Enabling this option will allow B2B buyers in your shop system.

Allow B2B customers Ol

Figure 42
Allowed currencies

@ This option is available for all payment methods
Select the currencies to which the payment methods to process.

Allowed currencies | EUR % |

Figure 43

Allowed countries
@ This option is available for all payment methods

Select the countries to which the payment method should applicable or to display in the checkout page.

Allowed countries ||Austria x || Germany X ‘ | |

Figure 44

Allowed countries (B2B)
@ This only for the following payment option is available methods:

Direct debit SEPA with payment guarantee, Invoice with payment guarantee, Instalment by SEPA direct
debit and Instalment by invoice

Select the countries where payment methods should be displayed on the checkout page for B2B
categories.

Allowed countries (B2B) |Austria x || Switzerland X ‘ ‘ Germany X ||

Figure 45
Allowed countries (B2C)

@ This option is available only for the following payment methods:

Direct debit SEPA with payment guarantee, Invoice with payment guarantee, Instalment by SEPA direct
debit and Instalment by invoice

Select the countries where payment methods should be displayed on the checkout page for B2C

categories.
Allowed countries (B2C) ‘ Austria X ‘ | Switzerland X | | Germany ¥ ‘
Figure 46
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Instalment cycles

Instalment cycle refers to the pre-defined period for partial payments that allow the buyer to pay their full
order amount in parts. The intervals or cycles vary based on shop admin configuration.

@~ This option is available only for the following payment methods:

Instalment by SEPA direct debit and Instalment by Invoice.
Define which installment cycles you wish to offer in your shop (e.g. 2 cycles, 3 cycles, 4 cycles, 6 cycles etc.)
and click Save. The buyer can then choose among these instalment cycles, if they wish to pay in

instalments.
2 Cycles
Instalment cycles 3 Cycles
g 4 Cycles
5 Cycles
Figure 47

The pre-defined instalment details will be visible for the buyer under the chosen instalment payment
method as shown below,

® Instalment by invoice

Once you've submitted the order, you will receive an e-mail with account details to make payment

Choose your instalment plan
Choase the financing option that best fits your needs and you will be charged based on that chosen plan
Instalment cycles*

3 Installments / € 316,83 per month

Date of birth *

DD.MM.YYYY

Please always pay the resp i punctually and i i frer receipt of the invoi

Figure 48

3.2 Additional configuration for Credit/Debit Cards
Enforce 3D secure payment outside the EU

By enabling this option, all payments from cards issued outside the EU will be authenticated via 3DS 2.0
SCA.

Enforce 3D secure payment outside EU

Figure 49
3.3 Additional configuration for Apple Pay Payment
Business Name
This is the text that appears as PAY ‘BUSINESS NAME’ in the Apple Pay modal payment sheet.

Business name I

Figure 50

3.4 Additional configuration for Google Pay Payment

Enforce 3D secure payment outside EU

By enabling this option, all payments from cards issued outside the EU will be authenticated via 3DS 2.0
SCA.

Enforce 3D secure payment outside EU

Figure 51
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Business name

This is the text that appears as PAY ‘BUSINESS NAME’ in the Google Pay modal payment sheet.

Business name |

Figure 52

4 MANAGING ABOCOMMERCE PLUGIN

Novalnet payment plugin supports AboCommerce plugin to process subscription orders and recurring
payments. AboCommerce allows you to create subscription items, define variable intervals and durations.
Once the AboCommerce plugin is installed in your shop, it is mandatory to define the required payment
methods.

To define a payment method, go to Marketing = Subscriptions.

€@ Marketing

|I| Analysis »
ma Banners

=: Shopping Worlds
o Premium items

I Vouchers

Item export

S0 Affiliate program

«7 Mewsletter Manager

Figure 53
Choose the Payment means tab to add the preferred payment method, drag them from the left pane to
the right pane of the window. Finally, click Save settings to update/save the changes made.
@ Abocommerce supports only Credit/Debit Cards, Direct Debit SEPA, Direct Debit ACH, Direct Debit

SEPA with payment guarantee, Invoice, Invoice with payment guarantee, Prepayment and PayPal
payments.

Subscriptions Bz2a

Discount subscriptions Subscriptions items Payment means Seftings

A
Available payment means I Selected payment means
|

Novalnet Payment — 9

PayPal

PayPal, Pay in 3 o
Pay upon invoice
Bancontact

Blik

eps

Giropay

iDEAL
Multibanco
MyBank
Przelewy24
Sofort

Trustly

Credit or debit card *
Direct debit
Vorkasse
1
\d
Save settings |
Figure 54
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4.1 Subscription Overview
After the subscription order is placed you can see the subscription order items listed under the Discount

subscriptions tab. There are options to execute order, view last order, view item, view customer details

and delete the subscription order. Click Show only due items to view only the items that need to be
shipped next.

Subscriptions (=[5 x]
Discount subscriptions: ‘Subscriptions items Payment means Setfings
Show only dueftems ° Exscuts due orders Q ==
O | Name Customer Customer group Duration Delivery interval Created Due Date Last exscuted Expiry date
[ Artikel mit Standsrd-Konfi.. test@novalnetde Shopkunden 2 Weeks 2 Weeks 030772023 170772023 030712023 17M0712023 X
[ Artikel mit Standard-Konfi... test@novainet de Shopkunden 2Weeks 2 Weeks 030772023 170772023 030772023 170772023 vli®=m S0
[ Artikel mit Standard-Konfi... test@novainetde Shopkunden 2 Weeks 2 Wesks 030772023 170772023 030712023 170712023 )
I4 4 |Page 1 | oft| b P | @D Displaying 1 -3 of 3
Figure 55

4.2 Subscription Execution

There are two different ways to execute your subscription orders in AboCommerce plugin.

=1
1. Choose a subscription and click (Execute selected orders) icon. Orders will then be executed all
at once using a batch process.

Subscriptions

Discount subscriptions [ Subscriptions tems ] Payment means [ Seftings
Show only dus items | 2 Execute selected orders Q ==
0 [frame Customer Customer group Duration Deliveryinterval | Greated Due Date Lest executed Expiry date
[l [artikel mit Stanaara-Konfi._.  test@novainet de Shopkunden 2 Weeks 2 Weeks 03/0772023 17072023 0310772023 17072023 TiESQ
[ [artikel mit Stanaara-Kon._.  test@novainet de Shopkunden 2 Weeks 2 Weeks 03/0772023 17072023 0310772023 17072023 TiHESQ
[ [artikel mit Stanaara-Kon._.  test@novainet de Shopkunden 2 Weeks 2 Weeks 03/0772023 17072023 0310772023 17072023 TiHESQ
14 4 [Page (1 |of1 | b Pl |@ Displaying 1-30f3

Figure 56
2. AboCommerce can trigger follow-up orders by using a cronjob. The cronjob executes all due orders
automatically. You can see the follow-up orders in the path Customers = Orders.

:g Create

L Customers [CTRL+ALT + K

| # Orders ctrL T8 |

. Customer Streams

Figure 57
@ To schedule Cronjob in Shopware 5 shop system, refer the link:

https://docs.shopware.com/en/shopware-5-en/settings/system-cronjobs
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5 MANAGING SHOPWARE ADMIN PANEL

5.1 Order Management
Manage your orders and view their details under Customers = Orders in your Shopware admin panel as
shown below,

I Xr Customers

-

=gy Create
&L Cuslomers (cTRL+ AT+ K

I A Orders craL-aut+ g

. Customer Streams

Figure 58
5.2 Transaction Overview

Click the #icon for the particular order number to review the Novalnet transaction details for that order.

Batch processing Q
[ | Order number| Amount | Transaci| Paymen | Customer E-Mail Current order stati Current payment s
[ 20010 500 1416 31 =] user, Demo test@novalnet... Open Open 2 Qm
st -
[ 20011 5.00 1416... 31 [ user, Demo test@novalnet... Open Open ol - W4
[ 20012 5.00 1416... 25 [=J user, Demo test@novalnet...  Open Open e/
[] 20013 5.00 1416... 32 J user, Demo test@novalnet... Open Open :_ o /
] 20014 5.00 1416... 32 J user, Demo test@novalnet... Open Open :_ Q /
Figure 59

You will have a detailed overview of the Novalnet transaction details under Communication = Customer
comment as shown below,
Communication with the customer

hese comment boxes are for external communication. Text entered in these fields will be visible to the customer.

Customer Credit/Debit Cards
comment: Novalnet fransaction 1D 143004000573 10031
Test arder

Figure 60

5.3 Order details for Instalment payments
To review the completed and pending payments for a particular instalment order, click the order number
and go to the Instalment Information tab as shown below

Order details: 20154 [_[8] x]
Details ‘Communication Status history Instalment Information

[ | S:No Date Amount Refunded Amount Movalnet Transactions 1D | Status

0o 1 2023.04.05 £153,32 - 14762100043708410 Paid 3/

0 2 2023-05-05 €153,32 - - Pending 3/

o 3 2023-06-05 €153,31 - - Pending s/

Figure 61
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5.4 Confirming / Cancelling a transaction via Novalnet
Depending on your “Payment Action” configuration, the Payment status might be automatically set to
“Reserved ” if authorization is required for an order.
To confirm or cancel the transaction of an “ Reserved ” order, navigate to Customers = Orders in your
shop admin panel and select the particular order.
To confirm an “ Reserved ” order, select Confirm under the Novalnet tab and click the Update button on
the order detail page as shown below,

Order details: 20953 8] x]

Overview Details Communication Positions Documents Status history Novalnet B 1

Manage Transaction

Please select status: [pelect

=3—@ \‘—9

Cancel

Figure 62
Then, click Yes in the Manage Transcation popup. After manual confirmation, Novalnet will process the
transaction.

o Are you sure you want to capture the payment?

Figure 63
To cancel an “Reserved” order, select Cancel under Manage Transaction process and click the Update

button on the order detail page as shown below

Order details: 20953 220

Overview [| Detais [ Communication JJ| Postions | Documents [f Status history lf Novanet [ 1

Manage Transaction

Please select status: Cancel ‘ - ‘

@m0 o |
| 9

Cancel

Figure 64
Then, click Yes in the Manage Transcation popup. After you have cancelled the order, Novalnet will cancel
the transaction.

o Are you sure you want to cancel the payment?

Figure 65
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After you have confirmed or cancelled, the new transaction details will be displayed under Customer

comment as shown below. Refer to the chapter 5.2 Transaction Overview for more details about the
Comments.

Communication with the customer

These comment boxes are for external communication. Text entered in these fields will be visible to the customer.
Customer Credit/Debit Cards
comment: Movalnet transaction ID -143006000330067 31

Test order

The transaction has been confirmed on 06.07 2023 12:31:27

Figure 66
Communication with the customer
These comment boxes are for external communication. Text entered in these fields will be visible to the customer.
Customer Credit/Debit Cards
comment: MNovalnet fransaction ID -14800600033019572
Test order

The transaction has been canceled on 2023-07-06.

Figure 67
5.5 Refunding an order
You can refund the buyer full order amount. Refund can be initiated by navigating to Customers = Orders
= Choose the order as shown below,

—[B]x]
‘ Batch processing Q Seal
||  Orderti Ordern Amouni Transac Payment Shippin Shop | Customer E-Mail Current order stz Curent payment
[J 081.. 20187 19.9%9 148.. Novalnet Payment 0 sun . Maier, Norbert vigneshwara...  Open Completely p :. e =
(] 081.. 20186 1999 148.. NovalnetPayment 0 sun (=) Maier, Norbert vigneshwara... Open Completelyp... 2 @
[] 08/1.. 20184 500 148.. NovalnetPayment o] sun . Maier, Norbert vigneshwara... Open Completelyp... 2 @ /
[ OWl. 20181 199 148.. Novalnet Payment 0 sun ) Maier, Norbert vigneshwara...  Open Completelyp.. 2 @ /
[ 081.. 20180 1.99 148... Novalnet Payment 0 sun ) Maier, Norbert vigneshwara...  Open Completely p :. ° /
Figure 68

Provide the refund amount under the Novalnet tab and click the Update as shown below,

Order details: 20745 (_[B] x]

Overview Details ‘Communication Positions Documents Status history Novalnet

Refund

Please enter the refund amount: ‘ 2124

Refund reference:

Figure 69
Once the full or partial order amount has been refunded, the order status will be changed. At this point, a
new transaction (TID) will be generated. You will see the new transaction details under Customer
comment of the order. Refer to chapter 5.2 Transaction Overview for more details about the transaction

details.

NOVALNET AG Tel.: +49 89 9230683-19 Board of Directors: Gabriel Dixon (CEO), Johnson Rajdaniel (CFO)
Payment Institution Fax: +49 89 9230683-11 Chairman of the supervisory Board: Frank Haussmann
Feringastr.4 E-Mail: technic@novalnet.de Commercial register number: HRB 167381

85774 Unterféhring Tax id: DE254954139


https://www.novalnet.com/
mailto:technic@novalnet.de

Empowering Payment
5.5.1 Refunding an Instalment orders
To refund an instalment order, navigate to Customers = Orders. Click to the Instalment Information

section and click / next to the completed instalment cycle that needs a refund, as shown below,

Order details: 20150 (—[B]x]

Instalment Information

‘Communication Status history

Details

| SNo Date Amount Refunded Amount Novalnet Transactions ID | Staius

o1 2023-04-05 €153.32 - 14762100024725563 Paid :{ m

o 2 2023-05-05 £153,32 - - Pending b 4

o 3 2023-06-05 £153,31 - - Pending b A /
Figure 70

In the refund field that appears, enter the refund amount and click Update as shown below,

Order details: 20304 =20

mrroa0s  esaeo 14762100051718427 Pad
2 mn0s0s 200 - Benang
3 230605 es200 . Py
4 ) - ]
=g ;ers0s €L - Punng

1 1o 1o ko 1o

JB/nsssN

Figure 71

5.6 Cancelling Instalment orders

5.6.1 Instalment Cancellation
To cancel the instalment orders through options, navigate to Customers = Orders and select the order you
want. Click the Novalnet tab, Under Instalment Cancel select instalment cancel type and click Update.

Order details: 20150 _[B]x]

Novalnet Instalment Information

‘Communication Status history

Details

Instalment Cancel

Please select Instalment Cancel Type: -

Figure 72
Please follow the below steps to cancel the instalments in two different ways,
@® cCancel All Instalment - Clicking this option will cancel the current instalment and all the subsequent

instalment orders as shown below,

Order details: 20153 (—[5]x]

‘Overview Details ‘Communication Positions Documents Status history Movalnet Instalment Information

Instalment Cancel

Please select Instalment Cancel Type: Select - |
Cancel All Instalments
Cancel All Remaining Instalments

Figure 73

Order details: 20149 (—[=]x]

Details Instalment Information

‘Communication Status history

[m] Date Amount Refunded Amount Movalnet Transactions ID | Status

o1 2023-04-05 €153.32 €153.32 14762100024206062 Refunded :, /

& 2 2023-05-05 €153,32 = 5 Canceled %/

o 3 2023-06-05 £153,31 - - Canceled 5/

Figure 74
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@® cancel All Remaining Instalment - Clicking this option will cancel all the upcoming instalment orders
excluding the current instalment in progress as shown below,

Order details: 20153 H=8

‘Overview Details ‘Communication Positions Documents Status history Novainet Instalment Information

Instalment Cancel

Please select Instalment Cancel Type: Select - ‘

Cancel Al Instalments

Cancel All Remaining Instalments

Figure 75

Order details: 20150 —[5] x]

‘Communication Status history Instalment Information
Date Amount Refunded Amount Novalnet Transactions D | Status

0o o1 2023-04-05 €153,32 - 14762100024725563 Paid x /

0 2 2023-05-05 £153,32 - - Canceled 5/

0 3 2023-06-05 €153.31 - - Canceled %/

Figure 76
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6 UNINSTALLATION
6.1 Disabling Novalnet payment methods

To disable Novalnet payment methods, navigate to shop backend and go to Configuration = Payment
methods. Select the Novalnet Payment method on the left and disable it. Click Save as shown below,

Payment methods an
Avallable payment methods General Country Surcharge Subshop Free text fields
4]

~ Novalnet Payment Payment Novalnet Payment (System-ID: 88)
« Prepayment -
% Cash Description: | Novalnet Payment &
% Invoice o Name: | novalnetpay
» Debit
R Template: [

Class: [

Database table: |

Additional description: ‘ @
Surcharge | discount %: | 0
Fixed surcharge: | 0

Position: [1

Active: [v] t— e

Active for ESD items:

Disable for smartphones:

URL for iFrame:

-

4 »
o o @—

Figure 77

6.2 Uninstalling the Novalnet payment plugin
To deactivate and delete the Novalnet Payment Plugin, navigate to Configuration = Plugin Manager and

click the S icon as shown below,

Plugin Manager ([ x|
‘ €© Upload plugin~ # Synchronize licenses Q
Plugin name Version | Installed on Updated on License Active | Developed by
n Account = Installed (5 Plugins)
ﬁ Novalnet Payment 1320 06/03/2024 06/03/2024 g Novalnet / L—] &
View account ;:( Shopware Auto Update 100 06/05/2014 06/05/2014 v shopware AG / ° E
My purchases O Statistics 1 18102010 18/10/2010 v shopware AG ra-X>1
InputFitter 1 18/10/2010 18/10/2010 - shopware AG / °
Lome = Inactive (1 Plugins)
[E Uninstalled (11 Plugins)
& con 1 shopware AG 70
Updates
B cronginhcay 1 shopware AG /70
CronRating 1 shopware AG -
Recommendation ¥ CronStock 1 shopware AG V-]
Newcomer B Erweitertes Menii 1 shopware AG 70
Highlights =) Notification 5 shopware AG 70
Themes @ TagCloua 1 shopware AG 70
Sale & CronProductExport 100 shopware AG 70
Plans D Cronrefresh 100 shopware AG P+
Figure 78
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After clearing the cache, click the delete ®icon to the right of the Novalnet Payment plugin as shown

below,
Plugin Manager B5=8
| @ uUpload piugin  # Synchronize licenses Q
Plugin name: Version | Installed on Updated on License Active | Developed by
0 Account B Installed (4 Plugins)
%, Shopware Auto Update 100 06/05/2014 06/05/2014 v shopware AG Fa-X5]
View account O Statsiics 1 18/10/2010 18/10/2010 v shopware AG Fa-X-i
My purchases InpulFilter 1 18/10/2010 18/10/2010 v shopware AG V-]
Management B Inactive (1 Plugins)
Home El Uninstalled (12 Plugins)
@ cron i shopware AG P+
Updates W cronsinhday 1 shopware AG /0
CronRating 1 shopware AG /7 0
Discover & Cronstock 1 shopware AG J O
Recommendation "= Crweitertes Menii 1 shopware AG -]
Newcomer =) Notification 1 shopware AG -]
Highlights @ TagCloud 1 shopware AG /70
Themes & CronProductExport Loo shopware AG -]
Sale 49 CronRefresh 100 shopware AG )
Plans N Novainet Payment 1320 Novalnet /7 °
Extensions
Figure 79

Next, click Yes in the confirmation pop-up that appears. By uninstalling and deleting the plugin you agree
to remove all the details saved in the plugin.

Delete plugin a

0 Are you sure you want to delete the plugin: Novalnet Payments

Figure 80

7 TECHNICAL SUPPORT THROUGH NOVALNET

For any questions or further enquiries please contact one of the following departments as per your

requirement. Our in-house experts are ready to assist you in case of queries or issues.

For installation assistance contact technic@novalnet.de or call +49 89 9230683-19.

For a merchant account, new payment plugin or additional payment methods, please contact
sales@novalnet.de or call +49 89 9230683-20.

If you have any recommendation or suggestion for improvement, kindly share your thoughts with us to
develop our payment plugin further on technic@novalnet.de or call us at +49 89 9230683-19.

Are you happy with our service and support? Please spend a few minutes to share your success here

For our License details see for Freeware License Agreement.

NOVALNET AG Tel.: +49 89 9230683-19 Board of Directors: Gabriel Dixon (CEO), Johnson Rajdaniel (CFO)
Payment Institution Fax: +49 89 9230683-11 Chairman of the supervisory Board: Frank Haussmann
Feringastr.4 E-Mail: technic@novalnet.de Commercial register number: HRB 167381

85774 Unterféhring Tax id: DE254954139


https://www.novalnet.com/
mailto:technic@novalnet.de
mailto:technic@novalnet.de
mailto:sales@novalnet.de
mailto:technic@novalnet.de
https://store.shopware.com/en/noval18225137976f/novalnet-payments-for-shopware-5.html
https://www.novalnet.com/payment-plugins/free/license

